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Machine Learning 
with
Adversaries



AR/VR Systems Home Monitoring Voice Technologies Medical Imaging

Protect the data, the model, and the query

Intelligence in Sensitive Contexts



Data

High-Value Data is Sensitive
• Medical Info.
• Home video
• Finance

Models capture value in data 
• Core Asset 
• Sensitive

Queries can be as sensitive as the data

Protect the data, the model, and the query



Who/What do you trust?



Attack Scenarios



Training: Data Poisoning Attack

Ø Scenario: Spammers rating emails to affect classifier.
Ø Real-world problem

Ø Kinds of Attacks
Ø Train model to misclassify their spam as ham.
Ø Train model to misclassify everything (DoS attack). why?
Ø Train model to classify competitor email as spam.

Ø Responses
Ø Careful validation of training data 

Ø Reject on negative impact (RONI) defense
Ø Personalization  



Training: Extracting Model, Alg., Data

Ø Kinds of attacks: 
Ø Crafting labeled inputs to reveal important features
Ø Modifying data/gradient to probe global loss
Ø Tracking changes in model to learn about users

Ø Possible Solutions (Federated setting)
Ø Secure multi-party computation
Ø Trusted enclaves 



Inference: Evasion Attacks & 
Adversarial Inputs
Ø Scenarios

Ø spammers modify content to bypass filters
Ø adversary modifies signs to confuse autonomous vehicles

Ø Kinds of Attacks 
Ø Leveraging adversarial noise to minimally perturb inputs while 

substantially changing predictions.
Ø Whitebox attacks seem to transfer to blackbox settings

Ø Possible Solutions
Ø Robust model design
Ø Noise elimination 
Ø Arms race …





Inference: Model + Data Inversion
Ø Scenario: Query public prediction APIs to extract information 

from the training data or steal the model.

Ø Kinds of Attacks
Ø Active learning attack to construct training data points that resolve 

decision boundary and allow model extraction.
Ø Membership inference attacks determine if a piece of data was used 

in training
Ø Model inversion attacks can construct training inputs given labels

Ø Possible Solutions
Ø Limit confidence information and query rates
Ø Introduce noise in predictions
Ø Model watermarks





Big Concepts



Big Concepts in Secure ML
Ø Adversarial Inputs: Inputs that are constructed to “trick” 

classifier into misclassifying (usually for evasion)

Ø Federated Learning: A form of distributed learning in with 
limited comm. and non-iid data distribution

Ø Differential Privacy: A formal guarantee bounding the 
information leaked by a randomized algorithm

Ø Security Technologies:
Ø Secure Multi-party Computation: Cryptographic protocols for 

shared computation without disclosing inputs.
Ø Trusted Execution Environments: Hardware framework for secure 

computation.



Federated Learning

A form of distributed learning with:

Ø Original data does not leave device

Ø Limited communication (e.g., WAN)

Ø Data is not assumed to be iid

Ø More parties with far less data each

Ø Infrequent/random participation

Ø Terminology was introduced in “Communication-Efficient Learning 
of Deep Networks from Decentralized Data” (AIStats’17)

Security?

https://arxiv.org/pdf/1602.05629.pdf


Federated Learning and Security

Ø Eliminates data collection in the cloud

https://obamawhitehouse.archives.gov/sites/default/files/privacy-final.pdf



Federated Learning and Security

Ø Eliminates data collection in the cloud
Ø Helps eliminate risk associated with centralized data 

Ø Warrants, rogue employee, curious executives …
Ø “Data is a toxic asset” -- Bruce Schneier

Ø Privacy?
Ø Does not really protect user privacy
Ø Model may still reveal user information

Ø Adversarial users could manipulate protocol to learn about other users
Ø Learning procedure (e.g., FedAvg) leaks raw data

Ø Adversarial cloud/coordinator can extract data

Ø Solutions?



Secure Multi-Party Computation

Ø Family of cryptographic protocols designed to allow 
multiple parties to compute a function over their inputs 
while keeping their inputs private

z = f (x1, . . . , xn)
<latexit sha1_base64="lMlgzyEx74TrcZg2PJFATe9gdyQ=">AAACC3icbVDJSgNBEO2JW4xb1KOXJkGIEMKMC3oRgl48RjALZMLQ0+lJmvT0DN01khhy9+KvePGgiFd/wJt/Y2c5aOKDgsd7VVTV82PBNdj2t5VaWl5ZXUuvZzY2t7Z3srt7NR0lirIqjUSkGj7RTHDJqsBBsEasGAl9wep+73rs1++Z0jySdzCIWSskHckDTgkYycvmHvAlDlzBAij0PaeIXdGOQBdx35Ou4p0uHHnZvF2yJ8CLxJmRPJqh4mW/3HZEk5BJoIJo3XTsGFpDooBTwUYZN9EsJrRHOqxpqCQh063h5JcRPjRKGweRMiUBT9TfE0MSaj0IfdMZEujqeW8s/uc1EwguWkMu4wSYpNNFQSIwRHgcDG5zxSiIgSGEKm5uxbRLFKFg4suYEJz5lxdJ7bjknJTObk/z5atZHGl0gHKogBx0jsroBlVQFVH0iJ7RK3qznqwX6936mLamrNnMPvoD6/MHur2ZnA==</latexit>

x1
<latexit sha1_base64="mTugFdICgXBNRhqePL2OXyaATgM=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmgckS5id9CZDZmeXmVkxLPkELx4U8eoXefNvnCR70GhBQ1HVTXdXkAiujet+OYWl5ZXVteJ6aWNza3unvLvX1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoeuq3HlBpHst7M07Qj+hA8pAzaqx099jzeuWKW3VnIH+Jl5MK5Kj3yp/dfszSCKVhgmrd8dzE+BlVhjOBk1I31ZhQNqID7FgqaYTaz2anTsiRVfokjJUtachM/TmR0UjrcRTYzoiaoV70puJ/Xic14aWfcZmkBiWbLwpTQUxMpn+TPlfIjBhbQpni9lbChlRRZmw6JRuCt/jyX9I8qXqn1fPbs0rtKo+jCAdwCMfgwQXU4Abq0AAGA3iCF3h1hPPsvDnv89aCk8/swy84H98N9I2n</latexit>

xn
<latexit sha1_base64="jsZlpWQy9dzWX6FQBy5xqAfvRGc=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmgckS5id9CZDZmeXmVkxLPkELx4U8eoXefNvnCR70GhBQ1HVTXdXkAiujet+OYWl5ZXVteJ6aWNza3unvLvX1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoeuq3HlBpHst7M07Qj+hA8pAzaqx099iTvXLFrbozkL/Ey0kFctR75c9uP2ZphNIwQbXueG5i/Iwqw5nASambakwoG9EBdiyVNELtZ7NTJ+TIKn0SxsqWNGSm/pzIaKT1OApsZ0TNUC96U/E/r5Oa8NLPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadkg3BW3z5L2meVL3T6vntWaV2lcdRhAM4hGPw4AJqcAN1aACDATzBC7w6wnl23pz3eWvByWf24Recj29qaI3k</latexit>. . .

<latexit sha1_base64="XxIstfAZhX+x80QCL/M3i5yeBN4=">AAAB7XicbVDLSgNBEOyNrxhfUY9eFoPgKez6QI9BLx4jmAckS5idnSRjZmeWmV4hLPkHLx4U8er/ePNvnCR70MSChqKqm+6uMBHcoOd9O4WV1bX1jeJmaWt7Z3evvH/QNCrVlDWoEkq3Q2KY4JI1kKNg7UQzEoeCtcLR7dRvPTFtuJIPOE5YEJOB5H1OCVqp2RWRQtMrV7yqN4O7TPycVCBHvVf+6kaKpjGTSAUxpuN7CQYZ0cipYJNSNzUsIXREBqxjqSQxM0E2u3binlglcvtK25LoztTfExmJjRnHoe2MCQ7NojcV//M6Kfavg4zLJEUm6XxRPxUuKnf6uhtxzSiKsSWEam5vdemQaELRBlSyIfiLLy+T5lnVP69e3l9Uajd5HEU4gmM4BR+uoAZ3UIcGUHiEZ3iFN0c5L8678zFvLTj5zCH8gfP5A75jjz8=</latexit>z
<latexit sha1_base64="hFON795rDUTTGYiH9EBI5hmvUkk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHZ9RI9ELx4hkUcCGzI7NDAyO7uZmTXBDV/gxYPGePWTvPk3DrAHBSvppFLVne6uIBZcG9f9dnIrq2vrG/nNwtb2zu5ecf+goaNEMayzSESqFVCNgkusG24EtmKFNAwENoPR7dRvPqLSPJL3ZhyjH9KB5H3OqLFS7albLLlldwayTLyMlCBDtVv86vQiloQoDRNU67bnxsZPqTKcCZwUOonGmLIRHWDbUklD1H46O3RCTqzSI/1I2ZKGzNTfEykNtR6Hge0MqRnqRW8q/ue1E9O/9lMu48SgZPNF/UQQE5Hp16THFTIjxpZQpri9lbAhVZQZm03BhuAtvrxMGmdl77x8WbsoVW6yOPJwBMdwCh5cQQXuoAp1YIDwDK/w5jw4L8678zFvzTnZzCH8gfP5A+uFjQU=</latexit>

z
<latexit sha1_base64="hFON795rDUTTGYiH9EBI5hmvUkk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHZ9RI9ELx4hkUcCGzI7NDAyO7uZmTXBDV/gxYPGePWTvPk3DrAHBSvppFLVne6uIBZcG9f9dnIrq2vrG/nNwtb2zu5ecf+goaNEMayzSESqFVCNgkusG24EtmKFNAwENoPR7dRvPqLSPJL3ZhyjH9KB5H3OqLFS7albLLlldwayTLyMlCBDtVv86vQiloQoDRNU67bnxsZPqTKcCZwUOonGmLIRHWDbUklD1H46O3RCTqzSI/1I2ZKGzNTfEykNtR6Hge0MqRnqRW8q/ue1E9O/9lMu48SgZPNF/UQQE5Hp16THFTIjxpZQpri9lbAhVZQZm03BhuAtvrxMGmdl77x8WbsoVW6yOPJwBMdwCh5cQQXuoAp1YIDwDK/w5jw4L8678zFvzTnZzCH8gfP5A+uFjQU=</latexit>



MPC Example: Additive Secret Sharing

1

2

3

f (x1, x2, x3) = x1 + x2 + x3
<latexit sha1_base64="fyncG0GZWyXtfvOVjJ5UiOnGYtU=">AAACFnicbVDLSgMxFM34rPVVdekmWISKWmZaRTdC0Y3LCvYBnTJk0kwbmnmQ3JGW0q9w46+4caGIW3Hn35hpZ6GtB3I5OedeknvcSHAFpvltLCwuLa+sZtay6xubW9u5nd26CmNJWY2GIpRNlygmeMBqwEGwZiQZ8V3BGm7/JvEbD0wqHgb3MIxY2yfdgHucEtCSkzv1bME8KAwc6wQPnFJSyrbk3R4c4St9sfBxok9q2cnlzaI5AZ4nVkryKEXVyX3ZnZDGPguACqJUyzIjaI+IBE4FG2ftWLGI0D7pspamAfGZao8ma43xoVY62AulPgHgifp7YkR8pYa+qzt9Aj016yXif14rBu+yPeJBFAML6PQhLxYYQpxkhDtcMgpiqAmhkuu/YtojklDQSWZ1CNbsyvOkXipa5eL53Vm+cp3GkUH76AAVkIUuUAXdoiqqIYoe0TN6RW/Gk/FivBsf09YFI53ZQ39gfP4AgyCbzQ==</latexit>

x1
<latexit sha1_base64="mTugFdICgXBNRhqePL2OXyaATgM=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmgckS5id9CZDZmeXmVkxLPkELx4U8eoXefNvnCR70GhBQ1HVTXdXkAiujet+OYWl5ZXVteJ6aWNza3unvLvX1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoeuq3HlBpHst7M07Qj+hA8pAzaqx099jzeuWKW3VnIH+Jl5MK5Kj3yp/dfszSCKVhgmrd8dzE+BlVhjOBk1I31ZhQNqID7FgqaYTaz2anTsiRVfokjJUtachM/TmR0UjrcRTYzoiaoV70puJ/Xic14aWfcZmkBiWbLwpTQUxMpn+TPlfIjBhbQpni9lbChlRRZmw6JRuCt/jyX9I8qXqn1fPbs0rtKo+jCAdwCMfgwQXU4Abq0AAGA3iCF3h1hPPsvDnv89aCk8/swy84H98N9I2n</latexit>

x2
<latexit sha1_base64="nbVLmXmn5QDsZH5985+Ot29zGaw=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHZRo0eiF48Y5ZHAhswODUyYnd3MzBrJhk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEAuujet+O7mV1bX1jfxmYWt7Z3evuH/Q0FGiGNZZJCLVCqhGwSXWDTcCW7FCGgYCm8HoZuo3H1FpHskHM47RD+lA8j5n1Fjp/qlb6RZLbtmdgSwTLyMlyFDrFr86vYglIUrDBNW67bmx8VOqDGcCJ4VOojGmbEQH2LZU0hC1n85OnZATq/RIP1K2pCEz9fdESkOtx2FgO0NqhnrRm4r/ee3E9K/8lMs4MSjZfFE/EcREZPo36XGFzIixJZQpbm8lbEgVZcamU7AheIsvL5NGpeydlS/uzkvV6yyOPBzBMZyCB5dQhVuoQR0YDOAZXuHNEc6L8+58zFtzTjZzCH/gfP4AD3iNqA==</latexit>

x3
<latexit sha1_base64="Zdn4vv/YRX8BbaI+7WktmDcJ4mA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHZFo0eiF48Y5ZHAhswODUyYnd3MzBrJhk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEAuujet+O7mV1bX1jfxmYWt7Z3evuH/Q0FGiGNZZJCLVCqhGwSXWDTcCW7FCGgYCm8HoZuo3H1FpHskHM47RD+lA8j5n1Fjp/qlb6RZLbtmdgSwTLyMlyFDrFr86vYglIUrDBNW67bmx8VOqDGcCJ4VOojGmbEQH2LZU0hC1n85OnZATq/RIP1K2pCEz9fdESkOtx2FgO0NqhnrRm4r/ee3E9K/8lMs4MSjZfFE/EcREZPo36XGFzIixJZQpbm8lbEgVZcamU7AheIsvL5PGWdmrlC/uzkvV6yyOPBzBMZyCB5dQhVuoQR0YDOAZXuHNEc6L8+58zFtzTjZzCH/gfP4AEPyNqQ==</latexit>

Random 
Numbers

r1,1, r1,2
<latexit sha1_base64="b9FIBNFm4l0lcHGO9LP9gABrDoM=">AAAB+XicbZDNSsNAFIVv6l+tf1GXbgaL4KKUpCq6LLpxWcHaQhvCZDpth04mYWZSKCFv4saFIm59E3e+jdM0C209MPBx7r3cOyeIOVPacb6t0tr6xuZWebuys7u3f2AfHj2pKJGEtknEI9kNsKKcCdrWTHPajSXFYcBpJ5jczeudKZWKReJRz2LqhXgk2JARrI3l27b0U7fmZjWUQyPz7apTd3KhVXALqEKhlm9/9QcRSUIqNOFYqZ7rxNpLsdSMcJpV+omiMSYTPKI9gwKHVHlpfnmGzowzQMNImic0yt3fEykOlZqFgekMsR6r5drc/K/WS/TwxkuZiBNNBVksGiYc6QjNY0ADJinRfGYAE8nMrYiMscREm7AqJgR3+cur8NSouxf1q4fLavO2iKMMJ3AK5+DCNTThHlrQBgJTeIZXeLNS68V6tz4WrSWrmDmGP7I+fwCID5JN</latexit>

r2,1, r2,2
<latexit sha1_base64="PLROdrc+QiUgCW/T6jhTRFwgsBI=">AAAB+XicbZDNSsNAFIVv6l+tf1GXbgaL4KKUpCq6LLpxWcHaQhvCZDpth04mYWZSKCFv4saFIm59E3e+jdM0C209MPBx7r3cOyeIOVPacb6t0tr6xuZWebuys7u3f2AfHj2pKJGEtknEI9kNsKKcCdrWTHPajSXFYcBpJ5jczeudKZWKReJRz2LqhXgk2JARrI3l27b000bNzWooh0bm21Wn7uRCq+AWUIVCLd/+6g8ikoRUaMKxUj3XibWXYqkZ4TSr9BNFY0wmeER7BgUOqfLS/PIMnRlngIaRNE9olLu/J1IcKjULA9MZYj1Wy7W5+V+tl+jhjZcyESeaCrJYNEw40hGax4AGTFKi+cwAJpKZWxEZY4mJNmFVTAju8pdX4alRdy/qVw+X1eZtEUcZTuAUzsGFa2jCPbSgDQSm8Ayv8Gal1ov1bn0sWktWMXMMf2R9/gCLJpJP</latexit>

r3,1, r3,2
<latexit sha1_base64="bfIlqKW5tf1reQfJCwGChASX4k4=">AAAB+XicbZDLSsNAFIZP6q3WW9Slm8EiuCglaRVdFt24rGAv0IYwmU7aoZMLM5NCCXkTNy4UceubuPNtnKZZaOsPAx//OYdz5vdizqSyrG+jtLG5tb1T3q3s7R8cHpnHJ10ZJYLQDol4JPoelpSzkHYUU5z2Y0Fx4HHa86b3i3pvRoVkUfik5jF1AjwOmc8IVtpyTVO4abNmZzWUQyNzzapVt3KhdbALqEKhtmt+DUcRSQIaKsKxlAPbipWTYqEY4TSrDBNJY0ymeEwHGkMcUOmk+eUZutDOCPmR0C9UKHd/T6Q4kHIeeLozwGoiV2sL87/aIFH+rZOyME4UDclykZ9wpCK0iAGNmKBE8bkGTATTtyIywQITpcOq6BDs1S+vQ7dRt5v168erauuuiKMMZ3AOl2DDDbTgAdrQAQIzeIZXeDNS48V4Nz6WrSWjmDmFPzI+fwCOPZJR</latexit>

�x1 � r1,1 � r1,2
<latexit sha1_base64="eyVcrJpOvIZmR23JWDd+x9qlBpA=">AAACAnicbZDLSgMxFIYz9VbrbdSVuAkWwYUtk6rosujGZQV7gXYYMmnahmYyQ5IRyzC48VXcuFDErU/hzrcxbUfQ1h8CH/85h5Pz+xFnSjvOl5VbWFxaXsmvFtbWNza37O2dhgpjSWidhDyULR8rypmgdc00p61IUhz4nDb94dW43ryjUrFQ3OpRRN0A9wXrMYK1sTx7r3TvIViC0kvQMUp/qJJCzy46ZWciOA8ogyLIVPPsz043JHFAhSYcK9VGTqTdBEvNCKdpoRMrGmEyxH3aNihwQJWbTE5I4aFxurAXSvOEhhP390SCA6VGgW86A6wHarY2Nv+rtWPdu3ATJqJYU0Gmi3oxhzqE4zxgl0lKNB8ZwEQy81dIBlhiok1qBRMCmj15HhqVMjopn92cFquXWRx5sA8OwBFA4BxUwTWogTog4AE8gRfwaj1az9ab9T5tzVnZzC74I+vjG96plIo=</latexit>

+x1 + r1,1
<latexit sha1_base64="dN7b2YDHFgi5RpkViKHEnBhaoKg=">AAAB9XicbVDLSgNBEOz1GeMr6tHLYBCESNjxgR6DXjxGMA9I1mV2MkmGzM4uM7NqWPIfXjwo4tV/8ebfOEn2oIkFDUVVN91dQSy4Nq777SwsLi2vrObW8usbm1vbhZ3duo4SRVmNRiJSzYBoJrhkNcONYM1YMRIGgjWCwfXYbzwwpXkk78wwZl5IepJ3OSXGSvelJx+jElJ+io/xyC8U3bI7AZonOCNFyFD1C1/tTkSTkElDBdG6hd3YeClRhlPBRvl2ollM6ID0WMtSSUKmvXRy9QgdWqWDupGyJQ2aqL8nUhJqPQwD2xkS09ez3lj8z2slpnvppVzGiWGSThd1E4FMhMYRoA5XjBoxtIRQxe2tiPaJItTYoPI2BDz78jypn5Txafn89qxYucriyME+HMARYLiACtxAFWpAQcEzvMKb8+i8OO/Ox7R1wclm9uAPnM8fK06RAg==</latexit>

+x1 + r1,2
<latexit sha1_base64="hpkqldNhoq/PbeQP5Jp9n/kn8FI=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVdFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwefReVkfRT97Q68e2SU3FmQMvEzUgJMtR9+6vbi0gSUqEJx0p1XCfWXoqlZoTTSaGbKBpjMsID2jFU4JAqL50dPkHHRumhfiRNCY1m6u+JFIdKjcPAdIZYD9WiNxX/8zqJ7l95KRNxoqkg80X9hCMdoWkKqMckJZqPDcFEMnMrIkMsMdEmq4IJwV18eZk0qxX3rHJxd16qXWdx5OEQjuAEXLiEGtxCHRpAIIFneIU368l6sd6tj3lrzspmDuAPrM8f+9GRXg==</latexit>

Note that: 
ØNeither person 2 or person 3 

knows the value of x1.
Ø If they collude, they cannot 

figure out the value of x1.

Secret Shares



MPC Example: Additive Secret Sharing

1

2

3

f (x1, x2, x3) = x1 + x2 + x3
<latexit sha1_base64="fyncG0GZWyXtfvOVjJ5UiOnGYtU=">AAACFnicbVDLSgMxFM34rPVVdekmWISKWmZaRTdC0Y3LCvYBnTJk0kwbmnmQ3JGW0q9w46+4caGIW3Hn35hpZ6GtB3I5OedeknvcSHAFpvltLCwuLa+sZtay6xubW9u5nd26CmNJWY2GIpRNlygmeMBqwEGwZiQZ8V3BGm7/JvEbD0wqHgb3MIxY2yfdgHucEtCSkzv1bME8KAwc6wQPnFJSyrbk3R4c4St9sfBxok9q2cnlzaI5AZ4nVkryKEXVyX3ZnZDGPguACqJUyzIjaI+IBE4FG2ftWLGI0D7pspamAfGZao8ma43xoVY62AulPgHgifp7YkR8pYa+qzt9Aj016yXif14rBu+yPeJBFAML6PQhLxYYQpxkhDtcMgpiqAmhkuu/YtojklDQSWZ1CNbsyvOkXipa5eL53Vm+cp3GkUH76AAVkIUuUAXdoiqqIYoe0TN6RW/Gk/FivBsf09YFI53ZQ39gfP4AgyCbzQ==</latexit>

x1
<latexit sha1_base64="mTugFdICgXBNRhqePL2OXyaATgM=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmgckS5id9CZDZmeXmVkxLPkELx4U8eoXefNvnCR70GhBQ1HVTXdXkAiujet+OYWl5ZXVteJ6aWNza3unvLvX1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoeuq3HlBpHst7M07Qj+hA8pAzaqx099jzeuWKW3VnIH+Jl5MK5Kj3yp/dfszSCKVhgmrd8dzE+BlVhjOBk1I31ZhQNqID7FgqaYTaz2anTsiRVfokjJUtachM/TmR0UjrcRTYzoiaoV70puJ/Xic14aWfcZmkBiWbLwpTQUxMpn+TPlfIjBhbQpni9lbChlRRZmw6JRuCt/jyX9I8qXqn1fPbs0rtKo+jCAdwCMfgwQXU4Abq0AAGA3iCF3h1hPPsvDnv89aCk8/swy84H98N9I2n</latexit>

x2
<latexit sha1_base64="nbVLmXmn5QDsZH5985+Ot29zGaw=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHZRo0eiF48Y5ZHAhswODUyYnd3MzBrJhk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEAuujet+O7mV1bX1jfxmYWt7Z3evuH/Q0FGiGNZZJCLVCqhGwSXWDTcCW7FCGgYCm8HoZuo3H1FpHskHM47RD+lA8j5n1Fjp/qlb6RZLbtmdgSwTLyMlyFDrFr86vYglIUrDBNW67bmx8VOqDGcCJ4VOojGmbEQH2LZU0hC1n85OnZATq/RIP1K2pCEz9fdESkOtx2FgO0NqhnrRm4r/ee3E9K/8lMs4MSjZfFE/EcREZPo36XGFzIixJZQpbm8lbEgVZcamU7AheIsvL5NGpeydlS/uzkvV6yyOPBzBMZyCB5dQhVuoQR0YDOAZXuHNEc6L8+58zFtzTjZzCH/gfP4AD3iNqA==</latexit>

x3
<latexit sha1_base64="Zdn4vv/YRX8BbaI+7WktmDcJ4mA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHZFo0eiF48Y5ZHAhswODUyYnd3MzBrJhk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEAuujet+O7mV1bX1jfxmYWt7Z3evuH/Q0FGiGNZZJCLVCqhGwSXWDTcCW7FCGgYCm8HoZuo3H1FpHskHM47RD+lA8j5n1Fjp/qlb6RZLbtmdgSwTLyMlyFDrFr86vYglIUrDBNW67bmx8VOqDGcCJ4VOojGmbEQH2LZU0hC1n85OnZATq/RIP1K2pCEz9fdESkOtx2FgO0NqhnrRm4r/ee3E9K/8lMs4MSjZfFE/EcREZPo36XGFzIixJZQpbm8lbEgVZcamU7AheIsvL5PGWdmrlC/uzkvV6yyOPBzBMZyCB5dQhVuoQR0YDOAZXuHNEc6L8+58zFtzTjZzCH/gfP4AEPyNqQ==</latexit>

Random 
Numbers

r1,1, r1,2
<latexit sha1_base64="b9FIBNFm4l0lcHGO9LP9gABrDoM=">AAAB+XicbZDNSsNAFIVv6l+tf1GXbgaL4KKUpCq6LLpxWcHaQhvCZDpth04mYWZSKCFv4saFIm59E3e+jdM0C209MPBx7r3cOyeIOVPacb6t0tr6xuZWebuys7u3f2AfHj2pKJGEtknEI9kNsKKcCdrWTHPajSXFYcBpJ5jczeudKZWKReJRz2LqhXgk2JARrI3l27b0U7fmZjWUQyPz7apTd3KhVXALqEKhlm9/9QcRSUIqNOFYqZ7rxNpLsdSMcJpV+omiMSYTPKI9gwKHVHlpfnmGzowzQMNImic0yt3fEykOlZqFgekMsR6r5drc/K/WS/TwxkuZiBNNBVksGiYc6QjNY0ADJinRfGYAE8nMrYiMscREm7AqJgR3+cur8NSouxf1q4fLavO2iKMMJ3AK5+DCNTThHlrQBgJTeIZXeLNS68V6tz4WrSWrmDmGP7I+fwCID5JN</latexit>

r2,1, r2,2
<latexit sha1_base64="PLROdrc+QiUgCW/T6jhTRFwgsBI=">AAAB+XicbZDNSsNAFIVv6l+tf1GXbgaL4KKUpCq6LLpxWcHaQhvCZDpth04mYWZSKCFv4saFIm59E3e+jdM0C209MPBx7r3cOyeIOVPacb6t0tr6xuZWebuys7u3f2AfHj2pKJGEtknEI9kNsKKcCdrWTHPajSXFYcBpJ5jczeudKZWKReJRz2LqhXgk2JARrI3l27b000bNzWooh0bm21Wn7uRCq+AWUIVCLd/+6g8ikoRUaMKxUj3XibWXYqkZ4TSr9BNFY0wmeER7BgUOqfLS/PIMnRlngIaRNE9olLu/J1IcKjULA9MZYj1Wy7W5+V+tl+jhjZcyESeaCrJYNEw40hGax4AGTFKi+cwAJpKZWxEZY4mJNmFVTAju8pdX4alRdy/qVw+X1eZtEUcZTuAUzsGFa2jCPbSgDQSm8Ayv8Gal1ov1bn0sWktWMXMMf2R9/gCLJpJP</latexit>

r3,1, r3,2
<latexit sha1_base64="bfIlqKW5tf1reQfJCwGChASX4k4=">AAAB+XicbZDLSsNAFIZP6q3WW9Slm8EiuCglaRVdFt24rGAv0IYwmU7aoZMLM5NCCXkTNy4UceubuPNtnKZZaOsPAx//OYdz5vdizqSyrG+jtLG5tb1T3q3s7R8cHpnHJ10ZJYLQDol4JPoelpSzkHYUU5z2Y0Fx4HHa86b3i3pvRoVkUfik5jF1AjwOmc8IVtpyTVO4abNmZzWUQyNzzapVt3KhdbALqEKhtmt+DUcRSQIaKsKxlAPbipWTYqEY4TSrDBNJY0ymeEwHGkMcUOmk+eUZutDOCPmR0C9UKHd/T6Q4kHIeeLozwGoiV2sL87/aIFH+rZOyME4UDclykZ9wpCK0iAGNmKBE8bkGTATTtyIywQITpcOq6BDs1S+vQ7dRt5v168erauuuiKMMZ3AOl2DDDbTgAdrQAQIzeIZXeDNS48V4Nz6WrSWjmDmFPzI+fwCOPZJR</latexit>

�x1 � r1,1 � r1,2
<latexit sha1_base64="eyVcrJpOvIZmR23JWDd+x9qlBpA=">AAACAnicbZDLSgMxFIYz9VbrbdSVuAkWwYUtk6rosujGZQV7gXYYMmnahmYyQ5IRyzC48VXcuFDErU/hzrcxbUfQ1h8CH/85h5Pz+xFnSjvOl5VbWFxaXsmvFtbWNza37O2dhgpjSWidhDyULR8rypmgdc00p61IUhz4nDb94dW43ryjUrFQ3OpRRN0A9wXrMYK1sTx7r3TvIViC0kvQMUp/qJJCzy46ZWciOA8ogyLIVPPsz043JHFAhSYcK9VGTqTdBEvNCKdpoRMrGmEyxH3aNihwQJWbTE5I4aFxurAXSvOEhhP390SCA6VGgW86A6wHarY2Nv+rtWPdu3ATJqJYU0Gmi3oxhzqE4zxgl0lKNB8ZwEQy81dIBlhiok1qBRMCmj15HhqVMjopn92cFquXWRx5sA8OwBFA4BxUwTWogTog4AE8gRfwaj1az9ab9T5tzVnZzC74I+vjG96plIo=</latexit>

�x2 � r2,1 � r2,2
<latexit sha1_base64="NzjXb1StA/e+OopDA6kT9F/CbcA=">AAACAnicbZDLSsNAFIYn9VbrLepK3AwWwYUtSVR0WXTjsoK9QBvCZDpph04mYWYilhDc+CpuXCji1qdw59s4bSNo6w8DH/85hzPn92NGpbKsL6OwsLi0vFJcLa2tb2xumds7TRklApMGjlgk2j6ShFFOGooqRtqxICj0GWn5w6txvXVHhKQRv1WjmLgh6nMaUIyUtjxzr3LvObAChZc6x3b2Q04GPbNsVa2J4DzYOZRBrrpnfnZ7EU5CwhVmSMqObcXKTZFQFDOSlbqJJDHCQ9QnHY0chUS66eSEDB5qpweDSOjHFZy4vydSFEo5Cn3dGSI1kLO1sflfrZOo4MJNKY8TRTieLgoSBlUEx3nAHhUEKzbSgLCg+q8QD5BAWOnUSjoEe/bkeWg6VfukenZzWq5d5nEUwT44AEfABuegBq5BHTQABg/gCbyAV+PReDbejPdpa8HIZ3bBHxkf3+NclI0=</latexit>

�x3 � r3,1 � r3,2
<latexit sha1_base64="k1/qoTMp7mxjRvaSEnwuEOM4i4w=">AAACAnicbZDLSsNAFIZPvNZ6i7oSN4NFcGFL0iq6LLpxWcFeoA1hMp20QycXZiZiCcWNr+LGhSJufQp3vo3TNoK2/jDw8Z9zOHN+L+ZMKsv6MhYWl5ZXVnNr+fWNza1tc2e3IaNEEFonEY9Ey8OSchbSumKK01YsKA48Tpve4Gpcb95RIVkU3qphTJ0A90LmM4KVtlxzv3jvVlARCTetnNijHyqPkGsWrJI1EZoHO4MCZKq55menG5EkoKEiHEvZtq1YOSkWihFOR/lOImmMyQD3aFtjiAMqnXRywggdaaeL/EjoFyo0cX9PpDiQchh4ujPAqi9na2Pzv1o7Uf6Fk7IwThQNyXSRn3CkIjTOA3WZoETxoQZMBNN/RaSPBSZKp5bXIdizJ89Do1yyK6Wzm9NC9TKLIwcHcAjHYMM5VOEaalAHAg/wBC/wajwaz8ab8T5tXTCymT34I+PjG+gPlJA=</latexit>

+x1 + r1,1
<latexit sha1_base64="dN7b2YDHFgi5RpkViKHEnBhaoKg=">AAAB9XicbVDLSgNBEOz1GeMr6tHLYBCESNjxgR6DXjxGMA9I1mV2MkmGzM4uM7NqWPIfXjwo4tV/8ebfOEn2oIkFDUVVN91dQSy4Nq777SwsLi2vrObW8usbm1vbhZ3duo4SRVmNRiJSzYBoJrhkNcONYM1YMRIGgjWCwfXYbzwwpXkk78wwZl5IepJ3OSXGSvelJx+jElJ+io/xyC8U3bI7AZonOCNFyFD1C1/tTkSTkElDBdG6hd3YeClRhlPBRvl2ollM6ID0WMtSSUKmvXRy9QgdWqWDupGyJQ2aqL8nUhJqPQwD2xkS09ez3lj8z2slpnvppVzGiWGSThd1E4FMhMYRoA5XjBoxtIRQxe2tiPaJItTYoPI2BDz78jypn5Txafn89qxYucriyME+HMARYLiACtxAFWpAQcEzvMKb8+i8OO/Ox7R1wclm9uAPnM8fK06RAg==</latexit>

+x1 + r1,2
<latexit sha1_base64="hpkqldNhoq/PbeQP5Jp9n/kn8FI=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVdFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwefReVkfRT97Q68e2SU3FmQMvEzUgJMtR9+6vbi0gSUqEJx0p1XCfWXoqlZoTTSaGbKBpjMsID2jFU4JAqL50dPkHHRumhfiRNCY1m6u+JFIdKjcPAdIZYD9WiNxX/8zqJ7l95KRNxoqkg80X9hCMdoWkKqMckJZqPDcFEMnMrIkMsMdEmq4IJwV18eZk0qxX3rHJxd16qXWdx5OEQjuAEXLiEGtxCHRpAIIFneIU368l6sd6tj3lrzspmDuAPrM8f+9GRXg==</latexit>

+x2 + r2,1
<latexit sha1_base64="+3sSDpfNunu81IlbeVZgN9VmIQo=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVdFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwe/SoqI+mn1VN34tslp+LMgJaJm5ESZKj79le3F5EkpEITjpXquE6svRRLzQink0I3UTTGZIQHtGOowCFVXjo7fIKOjdJD/UiaEhrN1N8TKQ6VGoeB6QyxHqpFbyr+53US3b/yUibiRFNB5ov6CUc6QtMUUI9JSjQfG4KJZOZWRIZYYqJNVgUTgrv48jJpVivuWeXi7rxUu87iyMMhHMEJuHAJNbiFOjSAQALP8Apv1pP1Yr1bH/PWnJXNHMAfWJ8//WGRXw==</latexit>

+x2 + r2,2
<latexit sha1_base64="bMKa4yKlwvGb6BzhuR3yv4GvVEE=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEoVKSqOiy6MZlBfuANoTJdNIOnTyYmYg19EvcuFDErZ/izr9x2mahrQcuHM65l3vv8RPOpLKsb6Owsrq2vlHcLG1t7+yWzb39loxTQWiTxDwWHR9LyllEm4opTjuJoDj0OW37o5up336gQrI4ulfjhLohHkQsYAQrLXlmuYoePQdVkfAy59SZeGbFqlkzoGVi56QCORqe+dXrxyQNaaQIx1J2bStRboaFYoTTSamXSppgMsID2tU0wiGVbjY7fIKOtdJHQSx0RQrN1N8TGQ6lHIe+7gyxGspFbyr+53VTFVy5GYuSVNGIzBcFKUcqRtMUUJ8JShQfa4KJYPpWRIZYYKJ0ViUdgr348jJpOTX7rHZxd16pX+dxFOEQjuAEbLiEOtxCA5pAIIVneIU348l4Md6Nj3lrwchnDuAPjM8f/uaRYA==</latexit>

+x3 + r3,1
<latexit sha1_base64="RlNE+Nwv4pwupu1MTg3UMUMDPhw=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVtFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwe/SoqI+mn1VN34tslp+LMgJaJm5ESZKj79le3F5EkpEITjpXquE6svRRLzQink0I3UTTGZIQHtGOowCFVXjo7fIKOjdJD/UiaEhrN1N8TKQ6VGoeB6QyxHqpFbyr+53US3b/yUibiRFNB5ov6CUc6QtMUUI9JSjQfG4KJZOZWRIZYYqJNVgUTgrv48jJpnlXcauXi7rxUu87iyMMhHMEJuHAJNbiFOjSAQALP8Apv1pP1Yr1bH/PWnJXNHMAfWJ8/AIWRYQ==</latexit>

+x3 + r3,2
<latexit sha1_base64="+VgM27aclWlLxFbO97rbQ2nff5c=">AAAB+HicbVBNS8NAEJ34WetHox69LBZBqJSkVfRY9OKxgv2AtoTNdtMu3WzC7kasob/EiwdFvPpTvPlv3LY5aOuDgcd7M8zM82POlHacb2tldW19YzO3ld/e2d0r2PsHTRUlktAGiXgk2z5WlDNBG5ppTtuxpDj0OW35o5up33qgUrFI3OtxTHshHggWMIK1kTy7UEKPXhWVkPTS6lll4tlFp+zMgJaJm5EiZKh79le3H5EkpEITjpXquE6seymWmhFOJ/luomiMyQgPaMdQgUOqeuns8Ak6MUofBZE0JTSaqb8nUhwqNQ590xliPVSL3lT8z+skOrjqpUzEiaaCzBcFCUc6QtMUUJ9JSjQfG4KJZOZWRIZYYqJNVnkTgrv48jJpVsputXxxd16sXWdx5OAIjuEUXLiEGtxCHRpAIIFneIU368l6sd6tj3nripXNHMIfWJ8/AgqRYg==</latexit>



MPC Example: Additive Secret Sharing
f (x1, x2, x3) = x1 + x2 + x3

<latexit sha1_base64="fyncG0GZWyXtfvOVjJ5UiOnGYtU=">AAACFnicbVDLSgMxFM34rPVVdekmWISKWmZaRTdC0Y3LCvYBnTJk0kwbmnmQ3JGW0q9w46+4caGIW3Hn35hpZ6GtB3I5OedeknvcSHAFpvltLCwuLa+sZtay6xubW9u5nd26CmNJWY2GIpRNlygmeMBqwEGwZiQZ8V3BGm7/JvEbD0wqHgb3MIxY2yfdgHucEtCSkzv1bME8KAwc6wQPnFJSyrbk3R4c4St9sfBxok9q2cnlzaI5AZ4nVkryKEXVyX3ZnZDGPguACqJUyzIjaI+IBE4FG2ftWLGI0D7pspamAfGZao8ma43xoVY62AulPgHgifp7YkR8pYa+qzt9Aj016yXif14rBu+yPeJBFAML6PQhLxYYQpxkhDtcMgpiqAmhkuu/YtojklDQSWZ1CNbsyvOkXipa5eL53Vm+cp3GkUH76AAVkIUuUAXdoiqqIYoe0TN6RW/Gk/FivBsf09YFI53ZQ39gfP4AgyCbzQ==</latexit>

�x1 � r1,1 � r1,2
<latexit sha1_base64="eyVcrJpOvIZmR23JWDd+x9qlBpA=">AAACAnicbZDLSgMxFIYz9VbrbdSVuAkWwYUtk6rosujGZQV7gXYYMmnahmYyQ5IRyzC48VXcuFDErU/hzrcxbUfQ1h8CH/85h5Pz+xFnSjvOl5VbWFxaXsmvFtbWNza37O2dhgpjSWidhDyULR8rypmgdc00p61IUhz4nDb94dW43ryjUrFQ3OpRRN0A9wXrMYK1sTx7r3TvIViC0kvQMUp/qJJCzy46ZWciOA8ogyLIVPPsz043JHFAhSYcK9VGTqTdBEvNCKdpoRMrGmEyxH3aNihwQJWbTE5I4aFxurAXSvOEhhP390SCA6VGgW86A6wHarY2Nv+rtWPdu3ATJqJYU0Gmi3oxhzqE4zxgl0lKNB8ZwEQy81dIBlhiok1qBRMCmj15HhqVMjopn92cFquXWRx5sA8OwBFA4BxUwTWogTog4AE8gRfwaj1az9ab9T5tzVnZzC74I+vjG96plIo=</latexit>

�x2 � r2,1 � r2,2
<latexit sha1_base64="NzjXb1StA/e+OopDA6kT9F/CbcA=">AAACAnicbZDLSsNAFIYn9VbrLepK3AwWwYUtSVR0WXTjsoK9QBvCZDpph04mYWYilhDc+CpuXCji1qdw59s4bSNo6w8DH/85hzPn92NGpbKsL6OwsLi0vFJcLa2tb2xumds7TRklApMGjlgk2j6ShFFOGooqRtqxICj0GWn5w6txvXVHhKQRv1WjmLgh6nMaUIyUtjxzr3LvObAChZc6x3b2Q04GPbNsVa2J4DzYOZRBrrpnfnZ7EU5CwhVmSMqObcXKTZFQFDOSlbqJJDHCQ9QnHY0chUS66eSEDB5qpweDSOjHFZy4vydSFEo5Cn3dGSI1kLO1sflfrZOo4MJNKY8TRTieLgoSBlUEx3nAHhUEKzbSgLCg+q8QD5BAWOnUSjoEe/bkeWg6VfukenZzWq5d5nEUwT44AEfABuegBq5BHTQABg/gCbyAV+PReDbejPdpa8HIZ3bBHxkf3+NclI0=</latexit>

�x3 � r3,1 � r3,2
<latexit sha1_base64="k1/qoTMp7mxjRvaSEnwuEOM4i4w=">AAACAnicbZDLSsNAFIZPvNZ6i7oSN4NFcGFL0iq6LLpxWcFeoA1hMp20QycXZiZiCcWNr+LGhSJufQp3vo3TNoK2/jDw8Z9zOHN+L+ZMKsv6MhYWl5ZXVnNr+fWNza1tc2e3IaNEEFonEY9Ey8OSchbSumKK01YsKA48Tpve4Gpcb95RIVkU3qphTJ0A90LmM4KVtlxzv3jvVlARCTetnNijHyqPkGsWrJI1EZoHO4MCZKq55menG5EkoKEiHEvZtq1YOSkWihFOR/lOImmMyQD3aFtjiAMqnXRywggdaaeL/EjoFyo0cX9PpDiQchh4ujPAqi9na2Pzv1o7Uf6Fk7IwThQNyXSRn3CkIjTOA3WZoETxoQZMBNN/RaSPBSZKp5bXIdizJ89Do1yyK6Wzm9NC9TKLIwcHcAjHYMM5VOEaalAHAg/wBC/wajwaz8ab8T5tXTCymT34I+PjG+gPlJA=</latexit>

+x1 + r1,1
<latexit sha1_base64="dN7b2YDHFgi5RpkViKHEnBhaoKg=">AAAB9XicbVDLSgNBEOz1GeMr6tHLYBCESNjxgR6DXjxGMA9I1mV2MkmGzM4uM7NqWPIfXjwo4tV/8ebfOEn2oIkFDUVVN91dQSy4Nq777SwsLi2vrObW8usbm1vbhZ3duo4SRVmNRiJSzYBoJrhkNcONYM1YMRIGgjWCwfXYbzwwpXkk78wwZl5IepJ3OSXGSvelJx+jElJ+io/xyC8U3bI7AZonOCNFyFD1C1/tTkSTkElDBdG6hd3YeClRhlPBRvl2ollM6ID0WMtSSUKmvXRy9QgdWqWDupGyJQ2aqL8nUhJqPQwD2xkS09ez3lj8z2slpnvppVzGiWGSThd1E4FMhMYRoA5XjBoxtIRQxe2tiPaJItTYoPI2BDz78jypn5Txafn89qxYucriyME+HMARYLiACtxAFWpAQcEzvMKb8+i8OO/Ox7R1wclm9uAPnM8fK06RAg==</latexit>

+x1 + r1,2
<latexit sha1_base64="hpkqldNhoq/PbeQP5Jp9n/kn8FI=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVdFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwefReVkfRT97Q68e2SU3FmQMvEzUgJMtR9+6vbi0gSUqEJx0p1XCfWXoqlZoTTSaGbKBpjMsID2jFU4JAqL50dPkHHRumhfiRNCY1m6u+JFIdKjcPAdIZYD9WiNxX/8zqJ7l95KRNxoqkg80X9hCMdoWkKqMckJZqPDcFEMnMrIkMsMdEmq4IJwV18eZk0qxX3rHJxd16qXWdx5OEQjuAEXLiEGtxCHRpAIIFneIU368l6sd6tj3lrzspmDuAPrM8f+9GRXg==</latexit>

+x2 + r2,1
<latexit sha1_base64="+3sSDpfNunu81IlbeVZgN9VmIQo=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVdFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwe/SoqI+mn1VN34tslp+LMgJaJm5ESZKj79le3F5EkpEITjpXquE6svRRLzQink0I3UTTGZIQHtGOowCFVXjo7fIKOjdJD/UiaEhrN1N8TKQ6VGoeB6QyxHqpFbyr+53US3b/yUibiRFNB5ov6CUc6QtMUUI9JSjQfG4KJZOZWRIZYYqJNVgUTgrv48jJpVivuWeXi7rxUu87iyMMhHMEJuHAJNbiFOjSAQALP8Apv1pP1Yr1bH/PWnJXNHMAfWJ8//WGRXw==</latexit>

+x2 + r2,2
<latexit sha1_base64="bMKa4yKlwvGb6BzhuR3yv4GvVEE=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEoVKSqOiy6MZlBfuANoTJdNIOnTyYmYg19EvcuFDErZ/izr9x2mahrQcuHM65l3vv8RPOpLKsb6Owsrq2vlHcLG1t7+yWzb39loxTQWiTxDwWHR9LyllEm4opTjuJoDj0OW37o5up336gQrI4ulfjhLohHkQsYAQrLXlmuYoePQdVkfAy59SZeGbFqlkzoGVi56QCORqe+dXrxyQNaaQIx1J2bStRboaFYoTTSamXSppgMsID2tU0wiGVbjY7fIKOtdJHQSx0RQrN1N8TGQ6lHIe+7gyxGspFbyr+53VTFVy5GYuSVNGIzBcFKUcqRtMUUJ8JShQfa4KJYPpWRIZYYKJ0ViUdgr348jJpOTX7rHZxd16pX+dxFOEQjuAEbLiEOtxCA5pAIIVneIU348l4Md6Nj3lrwchnDuAPjM8f/uaRYA==</latexit>

+x3 + r3,1
<latexit sha1_base64="RlNE+Nwv4pwupu1MTg3UMUMDPhw=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVtFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwe/SoqI+mn1VN34tslp+LMgJaJm5ESZKj79le3F5EkpEITjpXquE6svRRLzQink0I3UTTGZIQHtGOowCFVXjo7fIKOjdJD/UiaEhrN1N8TKQ6VGoeB6QyxHqpFbyr+53US3b/yUibiRFNB5ov6CUc6QtMUUI9JSjQfG4KJZOZWRIZYYqJNVgUTgrv48jJpnlXcauXi7rxUu87iyMMhHMEJuHAJNbiFOjSAQALP8Apv1pP1Yr1bH/PWnJXNHMAfWJ8/AIWRYQ==</latexit>

+x3 + r3,2
<latexit sha1_base64="+VgM27aclWlLxFbO97rbQ2nff5c=">AAAB+HicbVBNS8NAEJ34WetHox69LBZBqJSkVfRY9OKxgv2AtoTNdtMu3WzC7kasob/EiwdFvPpTvPlv3LY5aOuDgcd7M8zM82POlHacb2tldW19YzO3ld/e2d0r2PsHTRUlktAGiXgk2z5WlDNBG5ppTtuxpDj0OW35o5up33qgUrFI3OtxTHshHggWMIK1kTy7UEKPXhWVkPTS6lll4tlFp+zMgJaJm5EiZKh79le3H5EkpEITjpXquE6seymWmhFOJ/luomiMyQgPaMdQgUOqeuns8Ak6MUofBZE0JTSaqb8nUhwqNQ590xliPVSL3lT8z+skOrjqpUzEiaaCzBcFCUc6QtMUUJ9JSjQfG4KJZOZWRIZYYqJNVnkTgrv48jJpVsputXxxd16sXWdx5OAIjuEUXLiEGtxCHRpAIIFneIU368l6sd6tj3nripXNHMIfWJ8/AgqRYg==</latexit>

+
<latexit sha1_base64="KS5ysgoQB8Ddx7Q6sRqdBPA5RHA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGHXB3oMevGYgHlAEsLspDcZMzu7zMwKYckXePGgiFc/yZt/4yTZgyYWNBRV3XR3+bHg2rjut5NbWV1b38hvFra2d3b3ivsHDR0limGdRSJSLZ9qFFxi3XAjsBUrpKEvsOmP7qZ+8wmV5pF8MOMYuyEdSB5wRo2Vame9YsktuzOQZeJlpAQZqr3iV6cfsSREaZigWrc9NzbdlCrDmcBJoZNojCkb0QG2LZU0RN1NZ4dOyIlV+iSIlC1pyEz9PZHSUOtx6NvOkJqhXvSm4n9eOzHBTTflMk4MSjZfFCSCmIhMvyZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv8eVl0jgvexflq9plqXKbxZGHIziGU/DgGipwD1WoAwOEZ3iFN+fReXHenY95a87JZg7hD5zPH3PJjLY=</latexit>

+
<latexit sha1_base64="KS5ysgoQB8Ddx7Q6sRqdBPA5RHA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGHXB3oMevGYgHlAEsLspDcZMzu7zMwKYckXePGgiFc/yZt/4yTZgyYWNBRV3XR3+bHg2rjut5NbWV1b38hvFra2d3b3ivsHDR0limGdRSJSLZ9qFFxi3XAjsBUrpKEvsOmP7qZ+8wmV5pF8MOMYuyEdSB5wRo2Vame9YsktuzOQZeJlpAQZqr3iV6cfsSREaZigWrc9NzbdlCrDmcBJoZNojCkb0QG2LZU0RN1NZ4dOyIlV+iSIlC1pyEz9PZHSUOtx6NvOkJqhXvSm4n9eOzHBTTflMk4MSjZfFCSCmIhMvyZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv8eVl0jgvexflq9plqXKbxZGHIziGU/DgGipwD1WoAwOEZ3iFN+fReXHenY95a87JZg7hD5zPH3PJjLY=</latexit>

Parties all share their partial sums



MPC Example: Additive Secret Sharing
f (x1, x2, x3) = x1 + x2 + x3

<latexit sha1_base64="fyncG0GZWyXtfvOVjJ5UiOnGYtU=">AAACFnicbVDLSgMxFM34rPVVdekmWISKWmZaRTdC0Y3LCvYBnTJk0kwbmnmQ3JGW0q9w46+4caGIW3Hn35hpZ6GtB3I5OedeknvcSHAFpvltLCwuLa+sZtay6xubW9u5nd26CmNJWY2GIpRNlygmeMBqwEGwZiQZ8V3BGm7/JvEbD0wqHgb3MIxY2yfdgHucEtCSkzv1bME8KAwc6wQPnFJSyrbk3R4c4St9sfBxok9q2cnlzaI5AZ4nVkryKEXVyX3ZnZDGPguACqJUyzIjaI+IBE4FG2ftWLGI0D7pspamAfGZao8ma43xoVY62AulPgHgifp7YkR8pYa+qzt9Aj016yXif14rBu+yPeJBFAML6PQhLxYYQpxkhDtcMgpiqAmhkuu/YtojklDQSWZ1CNbsyvOkXipa5eL53Vm+cp3GkUH76AAVkIUuUAXdoiqqIYoe0TN6RW/Gk/FivBsf09YFI53ZQ39gfP4AgyCbzQ==</latexit>

�x1 � r1,1 � r1,2
<latexit sha1_base64="eyVcrJpOvIZmR23JWDd+x9qlBpA=">AAACAnicbZDLSgMxFIYz9VbrbdSVuAkWwYUtk6rosujGZQV7gXYYMmnahmYyQ5IRyzC48VXcuFDErU/hzrcxbUfQ1h8CH/85h5Pz+xFnSjvOl5VbWFxaXsmvFtbWNza37O2dhgpjSWidhDyULR8rypmgdc00p61IUhz4nDb94dW43ryjUrFQ3OpRRN0A9wXrMYK1sTx7r3TvIViC0kvQMUp/qJJCzy46ZWciOA8ogyLIVPPsz043JHFAhSYcK9VGTqTdBEvNCKdpoRMrGmEyxH3aNihwQJWbTE5I4aFxurAXSvOEhhP390SCA6VGgW86A6wHarY2Nv+rtWPdu3ATJqJYU0Gmi3oxhzqE4zxgl0lKNB8ZwEQy81dIBlhiok1qBRMCmj15HhqVMjopn92cFquXWRx5sA8OwBFA4BxUwTWogTog4AE8gRfwaj1az9ab9T5tzVnZzC74I+vjG96plIo=</latexit>

�x2 � r2,1 � r2,2
<latexit sha1_base64="NzjXb1StA/e+OopDA6kT9F/CbcA=">AAACAnicbZDLSsNAFIYn9VbrLepK3AwWwYUtSVR0WXTjsoK9QBvCZDpph04mYWYilhDc+CpuXCji1qdw59s4bSNo6w8DH/85hzPn92NGpbKsL6OwsLi0vFJcLa2tb2xumds7TRklApMGjlgk2j6ShFFOGooqRtqxICj0GWn5w6txvXVHhKQRv1WjmLgh6nMaUIyUtjxzr3LvObAChZc6x3b2Q04GPbNsVa2J4DzYOZRBrrpnfnZ7EU5CwhVmSMqObcXKTZFQFDOSlbqJJDHCQ9QnHY0chUS66eSEDB5qpweDSOjHFZy4vydSFEo5Cn3dGSI1kLO1sflfrZOo4MJNKY8TRTieLgoSBlUEx3nAHhUEKzbSgLCg+q8QD5BAWOnUSjoEe/bkeWg6VfukenZzWq5d5nEUwT44AEfABuegBq5BHTQABg/gCbyAV+PReDbejPdpa8HIZ3bBHxkf3+NclI0=</latexit>

�x3 � r3,1 � r3,2
<latexit sha1_base64="k1/qoTMp7mxjRvaSEnwuEOM4i4w=">AAACAnicbZDLSsNAFIZPvNZ6i7oSN4NFcGFL0iq6LLpxWcFeoA1hMp20QycXZiZiCcWNr+LGhSJufQp3vo3TNoK2/jDw8Z9zOHN+L+ZMKsv6MhYWl5ZXVnNr+fWNza1tc2e3IaNEEFonEY9Ey8OSchbSumKK01YsKA48Tpve4Gpcb95RIVkU3qphTJ0A90LmM4KVtlxzv3jvVlARCTetnNijHyqPkGsWrJI1EZoHO4MCZKq55menG5EkoKEiHEvZtq1YOSkWihFOR/lOImmMyQD3aFtjiAMqnXRywggdaaeL/EjoFyo0cX9PpDiQchh4ujPAqi9na2Pzv1o7Uf6Fk7IwThQNyXSRn3CkIjTOA3WZoETxoQZMBNN/RaSPBSZKp5bXIdizJ89Do1yyK6Wzm9NC9TKLIwcHcAjHYMM5VOEaalAHAg/wBC/wajwaz8ab8T5tXTCymT34I+PjG+gPlJA=</latexit>

+x1 + r1,1
<latexit sha1_base64="dN7b2YDHFgi5RpkViKHEnBhaoKg=">AAAB9XicbVDLSgNBEOz1GeMr6tHLYBCESNjxgR6DXjxGMA9I1mV2MkmGzM4uM7NqWPIfXjwo4tV/8ebfOEn2oIkFDUVVN91dQSy4Nq777SwsLi2vrObW8usbm1vbhZ3duo4SRVmNRiJSzYBoJrhkNcONYM1YMRIGgjWCwfXYbzwwpXkk78wwZl5IepJ3OSXGSvelJx+jElJ+io/xyC8U3bI7AZonOCNFyFD1C1/tTkSTkElDBdG6hd3YeClRhlPBRvl2ollM6ID0WMtSSUKmvXRy9QgdWqWDupGyJQ2aqL8nUhJqPQwD2xkS09ez3lj8z2slpnvppVzGiWGSThd1E4FMhMYRoA5XjBoxtIRQxe2tiPaJItTYoPI2BDz78jypn5Txafn89qxYucriyME+HMARYLiACtxAFWpAQcEzvMKb8+i8OO/Ox7R1wclm9uAPnM8fK06RAg==</latexit>

+x1 + r1,2
<latexit sha1_base64="hpkqldNhoq/PbeQP5Jp9n/kn8FI=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVdFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwefReVkfRT97Q68e2SU3FmQMvEzUgJMtR9+6vbi0gSUqEJx0p1XCfWXoqlZoTTSaGbKBpjMsID2jFU4JAqL50dPkHHRumhfiRNCY1m6u+JFIdKjcPAdIZYD9WiNxX/8zqJ7l95KRNxoqkg80X9hCMdoWkKqMckJZqPDcFEMnMrIkMsMdEmq4IJwV18eZk0qxX3rHJxd16qXWdx5OEQjuAEXLiEGtxCHRpAIIFneIU368l6sd6tj3lrzspmDuAPrM8f+9GRXg==</latexit>

+x2 + r2,1
<latexit sha1_base64="+3sSDpfNunu81IlbeVZgN9VmIQo=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVdFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwe/SoqI+mn1VN34tslp+LMgJaJm5ESZKj79le3F5EkpEITjpXquE6svRRLzQink0I3UTTGZIQHtGOowCFVXjo7fIKOjdJD/UiaEhrN1N8TKQ6VGoeB6QyxHqpFbyr+53US3b/yUibiRFNB5ov6CUc6QtMUUI9JSjQfG4KJZOZWRIZYYqJNVgUTgrv48jJpVivuWeXi7rxUu87iyMMhHMEJuHAJNbiFOjSAQALP8Apv1pP1Yr1bH/PWnJXNHMAfWJ8//WGRXw==</latexit>

+x2 + r2,2
<latexit sha1_base64="bMKa4yKlwvGb6BzhuR3yv4GvVEE=">AAAB+HicbVDLSsNAFL2pr1ofjbp0M1gEoVKSqOiy6MZlBfuANoTJdNIOnTyYmYg19EvcuFDErZ/izr9x2mahrQcuHM65l3vv8RPOpLKsb6Owsrq2vlHcLG1t7+yWzb39loxTQWiTxDwWHR9LyllEm4opTjuJoDj0OW37o5up336gQrI4ulfjhLohHkQsYAQrLXlmuYoePQdVkfAy59SZeGbFqlkzoGVi56QCORqe+dXrxyQNaaQIx1J2bStRboaFYoTTSamXSppgMsID2tU0wiGVbjY7fIKOtdJHQSx0RQrN1N8TGQ6lHIe+7gyxGspFbyr+53VTFVy5GYuSVNGIzBcFKUcqRtMUUJ8JShQfa4KJYPpWRIZYYKJ0ViUdgr348jJpOTX7rHZxd16pX+dxFOEQjuAEbLiEOtxCA5pAIIVneIU348l4Md6Nj3lrwchnDuAPjM8f/uaRYA==</latexit>

+x3 + r3,1
<latexit sha1_base64="RlNE+Nwv4pwupu1MTg3UMUMDPhw=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoZbEIQqUkVtFj0YvHCvYD2hA22227dLMJuxuxhv4SLx4U8epP8ea/cdvmoK0PBh7vzTAzL4g5U9pxvq3cyura+kZ+s7C1vbNbtPf2mypKJKENEvFItgOsKGeCNjTTnLZjSXEYcNoKRjdTv/VApWKRuNfjmHohHgjWZwRrI/l2sYwe/SoqI+mn1VN34tslp+LMgJaJm5ESZKj79le3F5EkpEITjpXquE6svRRLzQink0I3UTTGZIQHtGOowCFVXjo7fIKOjdJD/UiaEhrN1N8TKQ6VGoeB6QyxHqpFbyr+53US3b/yUibiRFNB5ov6CUc6QtMUUI9JSjQfG4KJZOZWRIZYYqJNVgUTgrv48jJpnlXcauXi7rxUu87iyMMhHMEJuHAJNbiFOjSAQALP8Apv1pP1Yr1bH/PWnJXNHMAfWJ8/AIWRYQ==</latexit>

+x3 + r3,2
<latexit sha1_base64="+VgM27aclWlLxFbO97rbQ2nff5c=">AAAB+HicbVBNS8NAEJ34WetHox69LBZBqJSkVfRY9OKxgv2AtoTNdtMu3WzC7kasob/EiwdFvPpTvPlv3LY5aOuDgcd7M8zM82POlHacb2tldW19YzO3ld/e2d0r2PsHTRUlktAGiXgk2z5WlDNBG5ppTtuxpDj0OW35o5up33qgUrFI3OtxTHshHggWMIK1kTy7UEKPXhWVkPTS6lll4tlFp+zMgJaJm5EiZKh79le3H5EkpEITjpXquE6seymWmhFOJ/luomiMyQgPaMdQgUOqeuns8Ak6MUofBZE0JTSaqb8nUhwqNQ590xliPVSL3lT8z+skOrjqpUzEiaaCzBcFCUc6QtMUUJ9JSjQfG4KJZOZWRIZYYqJNVnkTgrv48jJpVsputXxxd16sXWdx5OAIjuEUXLiEGtxCHRpAIIFneIU368l6sd6tj3nripXNHMIfWJ8/AgqRYg==</latexit>

+
<latexit sha1_base64="KS5ysgoQB8Ddx7Q6sRqdBPA5RHA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGHXB3oMevGYgHlAEsLspDcZMzu7zMwKYckXePGgiFc/yZt/4yTZgyYWNBRV3XR3+bHg2rjut5NbWV1b38hvFra2d3b3ivsHDR0limGdRSJSLZ9qFFxi3XAjsBUrpKEvsOmP7qZ+8wmV5pF8MOMYuyEdSB5wRo2Vame9YsktuzOQZeJlpAQZqr3iV6cfsSREaZigWrc9NzbdlCrDmcBJoZNojCkb0QG2LZU0RN1NZ4dOyIlV+iSIlC1pyEz9PZHSUOtx6NvOkJqhXvSm4n9eOzHBTTflMk4MSjZfFCSCmIhMvyZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv8eVl0jgvexflq9plqXKbxZGHIziGU/DgGipwD1WoAwOEZ3iFN+fReXHenY95a87JZg7hD5zPH3PJjLY=</latexit>

+
<latexit sha1_base64="KS5ysgoQB8Ddx7Q6sRqdBPA5RHA=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoMgCGHXB3oMevGYgHlAEsLspDcZMzu7zMwKYckXePGgiFc/yZt/4yTZgyYWNBRV3XR3+bHg2rjut5NbWV1b38hvFra2d3b3ivsHDR0limGdRSJSLZ9qFFxi3XAjsBUrpKEvsOmP7qZ+8wmV5pF8MOMYuyEdSB5wRo2Vame9YsktuzOQZeJlpAQZqr3iV6cfsSREaZigWrc9NzbdlCrDmcBJoZNojCkb0QG2LZU0RN1NZ4dOyIlV+iSIlC1pyEz9PZHSUOtx6NvOkJqhXvSm4n9eOzHBTTflMk4MSjZfFCSCmIhMvyZ9rpAZMbaEMsXtrYQNqaLM2GwKNgRv8eVl0jgvexflq9plqXKbxZGHIziGU/DgGipwD1WoAwOEZ3iFN+fReXHenY95a87JZg7hD5zPH3PJjLY=</latexit>

= x1 + x2 + x3
<latexit sha1_base64="OJwSkvT97AAPdjcSpRjJcMLtyZk=">AAAB+nicbVDLSsNAFL3xWesr1aWbwSIIQklaRTdC0Y3LCvYBbQiT6aQdOnkwM1FL7Ke4caGIW7/EnX/jNM1CWw/M5XDOvdw7x4s5k8qyvo2l5ZXVtfXCRnFza3tn1yzttWSUCEKbJOKR6HhYUs5C2lRMcdqJBcWBx2nbG11P/fY9FZJF4Z0ax9QJ8CBkPiNYack1S5fo0bXRia7VrNZcs2xVrAxokdg5KUOOhmt+9foRSQIaKsKxlF3bipWTYqEY4XRS7CWSxpiM8IB2NQ1xQKWTZqdP0JFW+siPhH6hQpn6eyLFgZTjwNOdAVZDOe9Nxf+8bqL8CydlYZwoGpLZIj/hSEVomgPqM0GJ4mNNMBFM34rIEAtMlE6rqEOw57+8SFrVil2rnN2elutXeRwFOIBDOAYbzqEON9CAJhB4gGd4hTfjyXgx3o2PWeuSkc/swx8Ynz+ijJGq</latexit>

Rearranging and cancelling out terms:



Secure Multi-Party Computation
Ø Family of cryptographic protocols designed to allow 

multiple parties to compute a function over their inputs 
while keeping the inputs private

Ø More sophisticated protocols
Ø Shamir secret sharing: uses evaluation of random polynomials

Ø Supports addition and multiplication
Ø User specified fault tolerance (not all parties must participate)

Ø Privacy?

z = f (x1, . . . , xn)
<latexit sha1_base64="lMlgzyEx74TrcZg2PJFATe9gdyQ=">AAACC3icbVDJSgNBEO2JW4xb1KOXJkGIEMKMC3oRgl48RjALZMLQ0+lJmvT0DN01khhy9+KvePGgiFd/wJt/Y2c5aOKDgsd7VVTV82PBNdj2t5VaWl5ZXUuvZzY2t7Z3srt7NR0lirIqjUSkGj7RTHDJqsBBsEasGAl9wep+73rs1++Z0jySdzCIWSskHckDTgkYycvmHvAlDlzBAij0PaeIXdGOQBdx35Ou4p0uHHnZvF2yJ8CLxJmRPJqh4mW/3HZEk5BJoIJo3XTsGFpDooBTwUYZN9EsJrRHOqxpqCQh063h5JcRPjRKGweRMiUBT9TfE0MSaj0IfdMZEujqeW8s/uc1EwguWkMu4wSYpNNFQSIwRHgcDG5zxSiIgSGEKm5uxbRLFKFg4suYEJz5lxdJ7bjknJTObk/z5atZHGl0gHKogBx0jsroBlVQFVH0iJ7RK3qznqwX6936mLamrNnMPvoD6/MHur2ZnA==</latexit>

x1
<latexit sha1_base64="mTugFdICgXBNRhqePL2OXyaATgM=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmgckS5id9CZDZmeXmVkxLPkELx4U8eoXefNvnCR70GhBQ1HVTXdXkAiujet+OYWl5ZXVteJ6aWNza3unvLvX1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoeuq3HlBpHst7M07Qj+hA8pAzaqx099jzeuWKW3VnIH+Jl5MK5Kj3yp/dfszSCKVhgmrd8dzE+BlVhjOBk1I31ZhQNqID7FgqaYTaz2anTsiRVfokjJUtachM/TmR0UjrcRTYzoiaoV70puJ/Xic14aWfcZmkBiWbLwpTQUxMpn+TPlfIjBhbQpni9lbChlRRZmw6JRuCt/jyX9I8qXqn1fPbs0rtKo+jCAdwCMfgwQXU4Abq0AAGA3iCF3h1hPPsvDnv89aCk8/swy84H98N9I2n</latexit>

xn
<latexit sha1_base64="jsZlpWQy9dzWX6FQBy5xqAfvRGc=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmgckS5id9CZDZmeXmVkxLPkELx4U8eoXefNvnCR70GhBQ1HVTXdXkAiujet+OYWl5ZXVteJ6aWNza3unvLvX1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoeuq3HlBpHst7M07Qj+hA8pAzaqx099iTvXLFrbozkL/Ey0kFctR75c9uP2ZphNIwQbXueG5i/Iwqw5nASambakwoG9EBdiyVNELtZ7NTJ+TIKn0SxsqWNGSm/pzIaKT1OApsZ0TNUC96U/E/r5Oa8NLPuExSg5LNF4WpICYm079JnytkRowtoUxxeythQ6ooMzadkg3BW3z5L2meVL3T6vntWaV2lcdRhAM4hGPw4AJqcAN1aACDATzBC7w6wnl23pz3eWvByWf24Recj29qaI3k</latexit>. . .

<latexit sha1_base64="XxIstfAZhX+x80QCL/M3i5yeBN4=">AAAB7XicbVDLSgNBEOyNrxhfUY9eFoPgKez6QI9BLx4jmAckS5idnSRjZmeWmV4hLPkHLx4U8er/ePNvnCR70MSChqKqm+6uMBHcoOd9O4WV1bX1jeJmaWt7Z3evvH/QNCrVlDWoEkq3Q2KY4JI1kKNg7UQzEoeCtcLR7dRvPTFtuJIPOE5YEJOB5H1OCVqp2RWRQtMrV7yqN4O7TPycVCBHvVf+6kaKpjGTSAUxpuN7CQYZ0cipYJNSNzUsIXREBqxjqSQxM0E2u3binlglcvtK25LoztTfExmJjRnHoe2MCQ7NojcV//M6Kfavg4zLJEUm6XxRPxUuKnf6uhtxzSiKsSWEam5vdemQaELRBlSyIfiLLy+T5lnVP69e3l9Uajd5HEU4gmM4BR+uoAZ3UIcGUHiEZ3iFN0c5L8678zFvLTj5zCH8gfP5A75jjz8=</latexit>z
<latexit sha1_base64="hFON795rDUTTGYiH9EBI5hmvUkk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHZ9RI9ELx4hkUcCGzI7NDAyO7uZmTXBDV/gxYPGePWTvPk3DrAHBSvppFLVne6uIBZcG9f9dnIrq2vrG/nNwtb2zu5ecf+goaNEMayzSESqFVCNgkusG24EtmKFNAwENoPR7dRvPqLSPJL3ZhyjH9KB5H3OqLFS7albLLlldwayTLyMlCBDtVv86vQiloQoDRNU67bnxsZPqTKcCZwUOonGmLIRHWDbUklD1H46O3RCTqzSI/1I2ZKGzNTfEykNtR6Hge0MqRnqRW8q/ue1E9O/9lMu48SgZPNF/UQQE5Hp16THFTIjxpZQpri9lbAhVZQZm03BhuAtvrxMGmdl77x8WbsoVW6yOPJwBMdwCh5cQQXuoAp1YIDwDK/w5jw4L8678zFvzTnZzCH8gfP5A+uFjQU=</latexit>

z
<latexit sha1_base64="hFON795rDUTTGYiH9EBI5hmvUkk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHZ9RI9ELx4hkUcCGzI7NDAyO7uZmTXBDV/gxYPGePWTvPk3DrAHBSvppFLVne6uIBZcG9f9dnIrq2vrG/nNwtb2zu5ecf+goaNEMayzSESqFVCNgkusG24EtmKFNAwENoPR7dRvPqLSPJL3ZhyjH9KB5H3OqLFS7albLLlldwayTLyMlCBDtVv86vQiloQoDRNU67bnxsZPqTKcCZwUOonGmLIRHWDbUklD1H46O3RCTqzSI/1I2ZKGzNTfEykNtR6Hge0MqRnqRW8q/ue1E9O/9lMu48SgZPNF/UQQE5Hp16THFTIjxpZQpri9lbAhVZQZm03BhuAtvrxMGmdl77x8WbsoVW6yOPJwBMdwCh5cQQXuoAp1YIDwDK/w5jw4L8678zFvzTnZzCH8gfP5A+uFjQU=</latexit>



MPC Example: Additive Secret Sharing

1

2

3

f (x1, x2, x3) = x1 + x2 + x3
<latexit sha1_base64="fyncG0GZWyXtfvOVjJ5UiOnGYtU=">AAACFnicbVDLSgMxFM34rPVVdekmWISKWmZaRTdC0Y3LCvYBnTJk0kwbmnmQ3JGW0q9w46+4caGIW3Hn35hpZ6GtB3I5OedeknvcSHAFpvltLCwuLa+sZtay6xubW9u5nd26CmNJWY2GIpRNlygmeMBqwEGwZiQZ8V3BGm7/JvEbD0wqHgb3MIxY2yfdgHucEtCSkzv1bME8KAwc6wQPnFJSyrbk3R4c4St9sfBxok9q2cnlzaI5AZ4nVkryKEXVyX3ZnZDGPguACqJUyzIjaI+IBE4FG2ftWLGI0D7pspamAfGZao8ma43xoVY62AulPgHgifp7YkR8pYa+qzt9Aj016yXif14rBu+yPeJBFAML6PQhLxYYQpxkhDtcMgpiqAmhkuu/YtojklDQSWZ1CNbsyvOkXipa5eL53Vm+cp3GkUH76AAVkIUuUAXdoiqqIYoe0TN6RW/Gk/FivBsf09YFI53ZQ39gfP4AgyCbzQ==</latexit>

x1
<latexit sha1_base64="mTugFdICgXBNRhqePL2OXyaATgM=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmgckS5id9CZDZmeXmVkxLPkELx4U8eoXefNvnCR70GhBQ1HVTXdXkAiujet+OYWl5ZXVteJ6aWNza3unvLvX1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoeuq3HlBpHst7M07Qj+hA8pAzaqx099jzeuWKW3VnIH+Jl5MK5Kj3yp/dfszSCKVhgmrd8dzE+BlVhjOBk1I31ZhQNqID7FgqaYTaz2anTsiRVfokjJUtachM/TmR0UjrcRTYzoiaoV70puJ/Xic14aWfcZmkBiWbLwpTQUxMpn+TPlfIjBhbQpni9lbChlRRZmw6JRuCt/jyX9I8qXqn1fPbs0rtKo+jCAdwCMfgwQXU4Abq0AAGA3iCF3h1hPPsvDnv89aCk8/swy84H98N9I2n</latexit>

x2
<latexit sha1_base64="nbVLmXmn5QDsZH5985+Ot29zGaw=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHZRo0eiF48Y5ZHAhswODUyYnd3MzBrJhk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEAuujet+O7mV1bX1jfxmYWt7Z3evuH/Q0FGiGNZZJCLVCqhGwSXWDTcCW7FCGgYCm8HoZuo3H1FpHskHM47RD+lA8j5n1Fjp/qlb6RZLbtmdgSwTLyMlyFDrFr86vYglIUrDBNW67bmx8VOqDGcCJ4VOojGmbEQH2LZU0hC1n85OnZATq/RIP1K2pCEz9fdESkOtx2FgO0NqhnrRm4r/ee3E9K/8lMs4MSjZfFE/EcREZPo36XGFzIixJZQpbm8lbEgVZcamU7AheIsvL5NGpeydlS/uzkvV6yyOPBzBMZyCB5dQhVuoQR0YDOAZXuHNEc6L8+58zFtzTjZzCH/gfP4AD3iNqA==</latexit>

x3
<latexit sha1_base64="Zdn4vv/YRX8BbaI+7WktmDcJ4mA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHZFo0eiF48Y5ZHAhswODUyYnd3MzBrJhk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEAuujet+O7mV1bX1jfxmYWt7Z3evuH/Q0FGiGNZZJCLVCqhGwSXWDTcCW7FCGgYCm8HoZuo3H1FpHskHM47RD+lA8j5n1Fjp/qlb6RZLbtmdgSwTLyMlyFDrFr86vYglIUrDBNW67bmx8VOqDGcCJ4VOojGmbEQH2LZU0hC1n85OnZATq/RIP1K2pCEz9fdESkOtx2FgO0NqhnrRm4r/ee3E9K/8lMs4MSjZfFE/EcREZPo36XGFzIixJZQpbm8lbEgVZcamU7AheIsvL5PGWdmrlC/uzkvV6yyOPBzBMZyCB5dQhVuoQR0YDOAZXuHNEc6L8+58zFtzTjZzCH/gfP4AEPyNqQ==</latexit>

r1,1, r1,2
<latexit sha1_base64="b9FIBNFm4l0lcHGO9LP9gABrDoM=">AAAB+XicbZDNSsNAFIVv6l+tf1GXbgaL4KKUpCq6LLpxWcHaQhvCZDpth04mYWZSKCFv4saFIm59E3e+jdM0C209MPBx7r3cOyeIOVPacb6t0tr6xuZWebuys7u3f2AfHj2pKJGEtknEI9kNsKKcCdrWTHPajSXFYcBpJ5jczeudKZWKReJRz2LqhXgk2JARrI3l27b0U7fmZjWUQyPz7apTd3KhVXALqEKhlm9/9QcRSUIqNOFYqZ7rxNpLsdSMcJpV+omiMSYTPKI9gwKHVHlpfnmGzowzQMNImic0yt3fEykOlZqFgekMsR6r5drc/K/WS/TwxkuZiBNNBVksGiYc6QjNY0ADJinRfGYAE8nMrYiMscREm7AqJgR3+cur8NSouxf1q4fLavO2iKMMJ3AK5+DCNTThHlrQBgJTeIZXeLNS68V6tz4WrSWrmDmGP7I+fwCID5JN</latexit>

r2,1, r2,2
<latexit sha1_base64="PLROdrc+QiUgCW/T6jhTRFwgsBI=">AAAB+XicbZDNSsNAFIVv6l+tf1GXbgaL4KKUpCq6LLpxWcHaQhvCZDpth04mYWZSKCFv4saFIm59E3e+jdM0C209MPBx7r3cOyeIOVPacb6t0tr6xuZWebuys7u3f2AfHj2pKJGEtknEI9kNsKKcCdrWTHPajSXFYcBpJ5jczeudKZWKReJRz2LqhXgk2JARrI3l27b000bNzWooh0bm21Wn7uRCq+AWUIVCLd/+6g8ikoRUaMKxUj3XibWXYqkZ4TSr9BNFY0wmeER7BgUOqfLS/PIMnRlngIaRNE9olLu/J1IcKjULA9MZYj1Wy7W5+V+tl+jhjZcyESeaCrJYNEw40hGax4AGTFKi+cwAJpKZWxEZY4mJNmFVTAju8pdX4alRdy/qVw+X1eZtEUcZTuAUzsGFa2jCPbSgDQSm8Ayv8Gal1ov1bn0sWktWMXMMf2R9/gCLJpJP</latexit>

r3,1, r3,2
<latexit sha1_base64="bfIlqKW5tf1reQfJCwGChASX4k4=">AAAB+XicbZDLSsNAFIZP6q3WW9Slm8EiuCglaRVdFt24rGAv0IYwmU7aoZMLM5NCCXkTNy4UceubuPNtnKZZaOsPAx//OYdz5vdizqSyrG+jtLG5tb1T3q3s7R8cHpnHJ10ZJYLQDol4JPoelpSzkHYUU5z2Y0Fx4HHa86b3i3pvRoVkUfik5jF1AjwOmc8IVtpyTVO4abNmZzWUQyNzzapVt3KhdbALqEKhtmt+DUcRSQIaKsKxlAPbipWTYqEY4TSrDBNJY0ymeEwHGkMcUOmk+eUZutDOCPmR0C9UKHd/T6Q4kHIeeLozwGoiV2sL87/aIFH+rZOyME4UDclykZ9wpCK0iAGNmKBE8bkGTATTtyIywQITpcOq6BDs1S+vQ7dRt5v168erauuuiKMMZ3AOl2DDDbTgAdrQAQIzeIZXeDNS48V4Nz6WrSWjmDmFPzI+fwCOPZJR</latexit>

Note that: 
ØNeither person 2 or person 3 

knows the value of x1.
Ø If they collude, they cannot 

figure out the value of x1.

s = x1 + x2 + x3
<latexit sha1_base64="X7j7OGmdO12Pl4Gp/TZBBfrdx7Q=">AAAB/HicbVDLSsNAFL2pr1pf0S7dDBZBEErSKroRim5cVrAPaEOYTCft0MmDmYlYQv0VNy4UceuHuPNvnKZZaOuBuRzOuZd753gxZ1JZ1rdRWFldW98obpa2tnd298z9g7aMEkFoi0Q8El0PS8pZSFuKKU67saA48DjteOObmd95oEKyKLxXk5g6AR6GzGcEKy25ZlmiK/To2uhU11pW665ZsapWBrRM7JxUIEfTNb/6g4gkAQ0V4VjKnm3FykmxUIxwOi31E0ljTMZ4SHuahjig0kmz46foWCsD5EdCv1ChTP09keJAykng6c4Aq5Fc9Gbif14vUf6lk7IwThQNyXyRn3CkIjRLAg2YoETxiSaYCKZvRWSEBSZK51XSIdiLX14m7VrVrlfP784qjes8jiIcwhGcgA0X0IBbaEILCEzgGV7hzXgyXox342PeWjDymTL8gfH5A9XlklE=</latexit>

s = x1 + x2 + x3
<latexit sha1_base64="X7j7OGmdO12Pl4Gp/TZBBfrdx7Q=">AAAB/HicbVDLSsNAFL2pr1pf0S7dDBZBEErSKroRim5cVrAPaEOYTCft0MmDmYlYQv0VNy4UceuHuPNvnKZZaOuBuRzOuZd753gxZ1JZ1rdRWFldW98obpa2tnd298z9g7aMEkFoi0Q8El0PS8pZSFuKKU67saA48DjteOObmd95oEKyKLxXk5g6AR6GzGcEKy25ZlmiK/To2uhU11pW665ZsapWBrRM7JxUIEfTNb/6g4gkAQ0V4VjKnm3FykmxUIxwOi31E0ljTMZ4SHuahjig0kmz46foWCsD5EdCv1ChTP09keJAykng6c4Aq5Fc9Gbif14vUf6lk7IwThQNyXyRn3CkIjRLAg2YoETxiSaYCKZvRWSEBSZK51XSIdiLX14m7VrVrlfP784qjes8jiIcwhGcgA0X0IBbaEILCEzgGV7hzXgyXox342PeWjDymTL8gfH5A9XlklE=</latexit>

s = x1 + x2 + x3
<latexit sha1_base64="X7j7OGmdO12Pl4Gp/TZBBfrdx7Q=">AAAB/HicbVDLSsNAFL2pr1pf0S7dDBZBEErSKroRim5cVrAPaEOYTCft0MmDmYlYQv0VNy4UceuHuPNvnKZZaOuBuRzOuZd753gxZ1JZ1rdRWFldW98obpa2tnd298z9g7aMEkFoi0Q8El0PS8pZSFuKKU67saA48DjteOObmd95oEKyKLxXk5g6AR6GzGcEKy25ZlmiK/To2uhU11pW665ZsapWBrRM7JxUIEfTNb/6g4gkAQ0V4VjKnm3FykmxUIxwOi31E0ljTMZ4SHuahjig0kmz46foWCsD5EdCv1ChTP09keJAykng6c4Aq5Fc9Gbif14vUf6lk7IwThQNyXyRn3CkIjRLAg2YoETxiSaYCKZvRWSEBSZK51XSIdiLX14m7VrVrlfP784qjes8jiIcwhGcgA0X0IBbaEILCEzgGV7hzXgyXox342PeWjDymTL8gfH5A9XlklE=</latexit>

The computation still reveals 
information.

In secure MPC we assume that each 
party is willing to share outcome of 
computation.



Differential Privacy

Ø Guarantees that only a limited amount of information is 
leaked about data involved in a computation.
Ø Formalized in 2006 by Dwork, McSherry, Nissim, and Smith
Ø Builds on randomized response (1965)

Have you cheated on an exam?

Flip Coin

0.5

0.5

Heads à Raise your Hand

Tails à Answer Honestly

p

(1-p)

Raise your Hand

Don’t raise your hand

obs = 0.5 + 0.5 p
p = (obs – 0.5) / 0.5



Differential Privacy

Ø Guarantees that only a limited amount of information is 
leaked about data involved in a computation.
Ø Formalized in 2006 by Dwork, McSherry, Nissim, and Smith
Ø Builds on randomized response (1965)

https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf



x, y 2 N|X | : Represent databases x and y as histograms.
<latexit sha1_base64="1BXoWH4OxJg+kOwhUDRfdzhEotA="></latexit>

||x� y||1  1 : Databases di↵er by only one record.
<latexit sha1_base64="h0tc4vW21iXpcjeBO9YWUseCDkI="></latexit>

� = 0 : Special case, (✏)-di↵erential private.
<latexit sha1_base64="vwJScQCi+INaJNnwjl6SEazZbrY="></latexit>

https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf

y

x s1
<latexit sha1_base64="tmRt/V7v1nH99jwVZqh2tiRw/Ag=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QA8eAl48RjQPSJYwO5lNhszOLjO9QljyCV48KOLVL/Lm3zhJ9qCJBQ1FVTfdXUEihUHX/XYKK6tr6xvFzdLW9s7uXnn/oGniVDPeYLGMdTughkuheAMFSt5ONKdRIHkrGN1O/dYT10bE6hHHCfcjOlAiFIyilR5Mz+uVK27VnYEsEy8nFchR75W/uv2YpRFXyCQ1puO5CfoZ1SiY5JNSNzU8oWxEB7xjqaIRN342O3VCTqzSJ2GsbSkkM/X3REYjY8ZRYDsjikOz6E3F/7xOiuG1nwmVpMgVmy8KU0kwJtO/SV9ozlCOLaFMC3srYUOqKUObTsmG4C2+vEyaZ1XvvHp5f1Gp3eRxFOEIjuEUPLiCGtxBHRrAYADP8ApvjnRenHfnY95acPKZQ/gD5/MHBIiNnA==</latexit>

s2
<latexit sha1_base64="TxndbLzmxIXt/6ze6b4oJ/aauTk=">AAAB6nicbVA9SwNBEJ3zM8avqKXNYhCswl1UtLAI2FhGNB+QHGFvM5cs2ds7dveEcOQn2FgoYusvsvPfuEmu0MQHA4/3ZpiZFySCa+O6387K6tr6xmZhq7i9s7u3Xzo4bOo4VQwbLBaxagdUo+ASG4Ybge1EIY0Cga1gdDv1W0+oNI/loxkn6Ed0IHnIGTVWetC9aq9UdivuDGSZeDkpQ456r/TV7ccsjVAaJqjWHc9NjJ9RZTgTOCl2U40JZSM6wI6lkkao/Wx26oScWqVPwljZkobM1N8TGY20HkeB7YyoGepFbyr+53VSE177GZdJalCy+aIwFcTEZPo36XOFzIixJZQpbm8lbEgVZcamU7QheIsvL5NmteKdVy7vL8q1mzyOAhzDCZyBB1dQgzuoQwMYDOAZXuHNEc6L8+58zFtXnHzmCP7A+fwBBgyNnQ==</latexit>

M(x)
<latexit sha1_base64="wiVS3N3CH3JH2YJm4Az4C1Uu6Pk=">AAAB9XicbVDLSgMxFL1TX7W+qi7dBItQN2XGKrpwUXDjRqhgH9COJZNm2tBMZkgyahn6H25cKOLWf3Hn35hpZ6GtBwKHc+7lnhwv4kxp2/62ckvLK6tr+fXCxubW9k5xd6+pwlgS2iAhD2Xbw4pyJmhDM81pO5IUBx6nLW90lfqtByoVC8WdHkfUDfBAMJ8RrI103w2wHhLMk5tJ+em4VyzZFXsKtEicjJQgQ71X/Or2QxIHVGjCsVIdx460m2CpGeF0UujGikaYjPCAdgwVOKDKTaapJ+jIKH3kh9I8odFU/b2R4ECpceCZyTSlmvdS8T+vE2v/wk2YiGJNBZkd8mOOdIjSClCfSUo0HxuCiWQmKyJDLDHRpqiCKcGZ//IiaZ5UnGrl7Pa0VLvM6sjDARxCGRw4hxpcQx0aQEDCM7zCm/VovVjv1sdsNGdlO/vwB9bnDzDpkks=</latexit>

M(y)
<latexit sha1_base64="uxHDfFZaAtLnMSFwW3KNWJLXsKk=">AAAB9XicbVDLSsNAFL2pr1pfVZduBotQNyXxgS5cFNy4ESrYB7SxTKaTduhkEmYmSgj9DzcuFHHrv7jzb5y0WWjrgYHDOfdyzxwv4kxp2/62CkvLK6trxfXSxubW9k55d6+lwlgS2iQhD2XHw4pyJmhTM81pJ5IUBx6nbW98nfntRyoVC8W9TiLqBngomM8I1kZ66AVYjwjm6e2kmhz3yxW7Zk+BFomTkwrkaPTLX71BSOKACk04Vqrr2JF2Uyw1I5xOSr1Y0QiTMR7SrqECB1S56TT1BB0ZZYD8UJonNJqqvzdSHCiVBJ6ZzFKqeS8T//O6sfYv3ZSJKNZUkNkhP+ZIhyirAA2YpETzxBBMJDNZERlhiYk2RZVMCc78lxdJ66TmnNbO784q9au8jiIcwCFUwYELqMMNNKAJBCQ8wyu8WU/Wi/VufcxGC1a+sw9/YH3+ADJukkw=</latexit>

px(s1)

py(s2)
 exp(✏)

<latexit sha1_base64="m7qxIpfk3/v1Kf/XeJ8qi1e6YKE=">AAACFnicbZC7SgQxFIYz3l1vq5Y2wUXYLVxmvKCFhWBjuYJ7gZ1hyGTPrMFMJiYZcRj2KWx8FRsLRWzFzrcxeym8/RD4+M85nJw/kpxp47qfztT0zOzc/MJiaWl5ZXWtvL7R0mmmKDRpylPViYgGzgQ0DTMcOlIBSSIO7ej6bFhv34LSLBWXJpcQJKQvWMwoMdYKy7t+rAgtZHhX1aFXG1jKLe3VBtjncIN9uJNVH6RmPBW1sFxx6+5I+C94E6igiRph+cPvpTRLQBjKidZdz5UmKIgyjHIYlPxMgyT0mvSha1GQBHRQjM4a4B3r9HCcKvuEwSP3+0RBEq3zJLKdCTFX+ndtaP5X62YmPg4KJmRmQNDxojjj2KR4mBHuMQXU8NwCoYrZv2J6RWxOxiZZsiF4v0/+C629urdfP7w4qJyeTOJYQFtoG1WRh47QKTpHDdREFN2jR/SMXpwH58l5dd7GrVPOZGYT/ZDz/gUtH568</latexit>



Achieving Differential Privacy

Ø Several mechanisms built around the addition of noise 

Ø Laplace mechanism is most common/simple



Laplace Mechanism 
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Differential Privacy: Issues

Ø Privacy-Utility Tradeoff: What are the right values of (ε,𝛿) to 
balance privacy and accuracy?

Ø Privacy Budget: each differentially private operation on 
the data leaks information.
Ø At some point you must stop querying the data



Trusted Execution Environments
Ø Hardware primitives that isolate data and computation

from other processes, the OS, and even hardware 
attacks while attesting to the correct execution.
Ø isolation: typically encrypt data in memory and prevent other 

processes including the OS from observing computation
Ø attestation: verify the integrity of the computation as well as all 

inputs.

Ø Examples:
Ø Intel SGX (Software Guard Extensions)
Ø AMD Memory Encryption
Ø ARM TrustZone



Trusted Execution Environments
Ø Advantages

Ø Minimal impact on compute performance.
Ø Support for fully generic computation
Ø Leverage industry standard encryption rather than PHE/FHE

Ø Disadvantages
Ø Need to trust hardware manufacturer 

Ø Sign certificates and verify code
Ø Bugs: exploits like Spectre and Meltdown can compromise SGX

Ø Susceptible to a wide range of side channel attacks
Ø Current implementations have some performance limitations

Ø SGX Enclave Page Cache (EPC) is limited to ~100MB à very slow to move 
data in and out of EPC

Ø Single socket desktop processor



Reading This Week



Reading for the Week
Ø Communication-Efficient Learning of Deep Networks from 

Decentralized Data (AIStat’17)
Ø Introduced Federated Learning setting and federated averaging

Ø Privacy Accounting and Quality Control in the Sage Differentially 
Private ML Platform (SOSP’19)
Ø Differential privacy ML platform which doesn’t expire

Ø Slalom: Fast, Verifiable and Private Execution of Neural Networks in 
Trusted Hardware(ICLR’19)
Ø Combine trusted execution environment (SGX) with untrusted hardware (GPU) for 

inference

Ø Robust Physical-World Attacks on Deep Learning Models [CVPR’ 18 ]
Ø Highly influential paper on on adversarial attacks on computer vision models

https://arxiv.org/pdf/1602.05629.pdf
https://arxiv.org/pdf/1909.01502.pdf
https://arxiv.org/abs/1806.03287
https://arxiv.org/abs/1707.08945


Communication-Efficient Learning of Deep 
Networks from Decentralized Data (AIStats’17)

Ø Early work framing the federated setting
Ø Identified several key challenges: comm., non-iid, participation

Ø Advocating for distributed model averaging in the 
federated setting
Ø Counter intuitive (at the time)

Ø Non-iid assumption
Ø Non-convexity of deep learning



Privacy Accounting and Quality Control in the 
Sage Differentially Private ML Platform (SOSP’19)

Ø Platform for differential privacy 
accounting that interposes in 
existing ML frameworks.

Ø Addresses the problems:
Ø Managing a privacy budget and 

extending the privacy budget
Ø Balancing privacy and accuracy

objectives with retraining

Ø Big Idea: Break data into blocks 
with independent privacy 
budgets



Slalom: Fast, Verifiable and Private Execution of 
Neural Networks in Trusted Hardware (ICLR’19)

Ø Use cryptographic 
techniques to combine 
TEE with untrusted 
accelerator during 
inference.

Ø Big Idea: Leverage 
linearity operators to 
compute over pre-
computed noise



Done!


