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Trustworthy Machine Learning:
Robustness, Privacy, Generalization,

and Their Interconnections



Machine Learning in Physical World

2

Autonomous Driving

Malware Classification

Smart CityHealthcare

Fraud Detection Biometrics Recognition



Security & Privacy Problems
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Trading Bot Crashes
The Market

Privacy Concerns



We Are in Adversarial Environments
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• Game theoretic robust
optimization

• Learning property based
robust ML (Intrinsic)

• Knowledge enabled robust
ML pipelines (extrinsic)

• Robust feature selection
• Certified robust against

transformed instances
• Feature valuation

Goal of Secure Learning Lab: Design and certify robust, private, and
explainable machine learning paradigms for real-world applications

Adversarial Attacks ML Robustness Enhancement and
Certification

ML Explanation, Fairness

• Data valuation
• Information theory
• Causal representation

Privacy preserving ML Learning and
Data Generation

Input 
Dataset

Preprocessing,
Feature Extraction

Model Search 
Optimization Postprocessing Prediction

• First certified defense against
semantic transformations

• Tight bounds for adv
transferability

• Adv audio detection (Watson)
• ….

• First robust physical attack
• First spatial attack
• First distributed attack on FL
• …

• First O(nlogn) Shapley value
• First fairness on VFL
• First de-toxicity pip. on NLP
• …

• First model inversion attack
with partial info.

• First scalable DP data
generative model

• …



Trustworthiness Gap

Privacy

Generalization

Unified privacy attacks

Privacy-preserving data
generation

Robustness

Thread model
exploration

Game theoretic modeling

Uncovering connections
with robustness/privacy

Certified ML generalization

Generalization enabled
privacy-preserving ML

Tradeoff between robustness and privacy
Privacy indicates certified robustness

Robustness and generalization
indicates each other

Goal: Close the

Certified ML robustness Privacy-preserving learning



Physical Attacks In Practice

+ 0.001 * =

Predicted as
“cat”

Small 
Perturbation

Predicted as 
“dog”

Digital World:

Physical World:



However, What We Can See Everyday…



The Physical World Is… Messy

Varying Physical Conditions (Angle, Distance, Lighting, …) Physical Limits on Imperceptibility

Fabrication/Perception Error (Color Reproduction, etc.) Background Modifications*

Digital Noise
(What you want)

What is 
printed

What a camera 
may see
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Image Courtesy, 
OpenAI



An Optimization Approach To Creating 
Robust Physical Adversarial Examples
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Perturbation/Noise Matrix

Lp norm (L-0, L-1, L-2, …) Loss Function

Adversarial Target Label



Optimizing Spatial Constraints 
(Handling Limits on Imperceptibility)

11

Subtle Poster

Camouflage Sticker

Mimic vandalism

“Hide in the human 
psyche”
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Subtle Poster Subtle Poster Camo Graffiti Camo Art Camo Art

Lab Test Summary
(Stationary)

Adversarial Target: 
Stop Sign -> Speed Limit 45
Right Turn -> Stop Sign



Art Perturbation
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Subtle Perturbation
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Physical Attacks Against Detectors
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Physical Attacks Against Detectors
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Physical Adversarial Stop Sign in the
Science Museum of London



Physical Adversarial Attacks
Against LiDAR Sensor

Goal: we aim to generate physical adversarial object against 
real-world LiDAR system.

LiDAR

LiDAR-based perception



Adversarial Point Clouds
• PointNet is widely used including in autonomous

driving systems to process Lidar point cloud data
• Perturbation on point cloud
– Points shifting
– Independent points adding
– Adversarial clusters
– Adversarial objects

• Adversarial objectives
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Adversarial Perturbation on Shape/Texture
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Adversarial 3D Meshes
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• 934 : hot dog



Real-world Challenges
• Physical LiDAR equipment
• Multiple non-differentiable pre/post-processing stages

• Manipulation constraints
– Limited by LiDAR
– Keeping the shapeplausible and smooth adds additional constraints 

• Limited Manipulation Space
– Consider the practical size of the object versus the size of the scene that is 

processed by LiDAR, the 3D manipulation space is rather small (< 2% in our 
experiments)

LiDAR



Pipeline of LiDAR-adv
• Input: a 3D mesh + shape perturbations
• Non-differentiable Pre/Post Processing
• Target: fool a machine learning model to ignore the object

and keep the shape printable
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• Physical world experiment setup
– A real vehicle equipped with a Velodyne HDL-

64E LiDAR and camera

Road & car with LiDAR and camera

LiDAR and
camera

Benign Adversarial

Physical-World Adversarial Attack



Physical Experiments
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Physical Experiments
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MSF: widely recognized as a general defense strategy
against existing attacks on AD perception

29

[Yang et al. FGCS’18]

[Cao et al. CCS’19]

[Ivanov et al. DATE’14]

[Shin et al. CHES’17]

[Park et al. ICCPS’15]
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MSF Algorithm

Camera
perception
networks

LiDAR
perception
networks

+Fusion

Target road

ImagePoint cloud

LiDAR rendering

Rays

Ray casting

Camera rendering

NMR

Rendering (§IV-C)

LiDAR pre-processing

Agg. features

Camera pre-processing

ROI

Pre-Processing (§IV-D)

Yaw rotation

5� 10� 15�

Pos. shifting

<latexit sha1_base64="QjKYjOlG6Qkxag7EuYLQHBeZfbY=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBbBU0kKoseiF49V7Ie0oWw2k3bpZhN2N0Ip/RVePCji1Z/jzX/jts1BWx8MPN6bYWZekAqujet+O4W19Y3NreJ2aWd3b/+gfHjU0kmmGDZZIhLVCahGwSU2DTcCO6lCGgcC28HoZua3n1BpnsgHM07Rj+lA8ogzaqz0eI8yRMXloF+uuFV3DrJKvJxUIEejX/7qhQnLYpSGCap113NT40+oMpwJnJZ6mcaUshEdYNdSSWPU/mR+8JScWSUkUaJsSUPm6u+JCY21HseB7YypGeplbyb+53UzE135Ey7TzKBki0VRJohJyOx7EnKFzIixJZQpbm8lbEgVZcZmVLIheMsvr5JWrepdVN27WqV+ncdRhBM4hXPw4BLqcAsNaAKDGJ7hFd4c5bw4787HorXg5DPH8AfO5w/iOpB0</latexit>

Rendering
<latexit sha1_base64="Ow/jZZCAsewuNnUNryE3KfPY9lM=">AAAB9XicbVBNS8NAEJ34WetX1aOXxSJ4sSQF0WPRi8cI9gPaWDbbSbt0swm7G6WU/g8vHhTx6n/x5r9x2+agrQ8GHu/NMDMvTAXXxnW/nZXVtfWNzcJWcXtnd2+/dHDY0EmmGNZZIhLVCqlGwSXWDTcCW6lCGocCm+HwZuo3H1Fpnsh7M0oxiGlf8ogzaqz04Cs891XCUGsu+91S2a24M5Bl4uWkDDn8bumr00tYFqM0TFCt256bmmBMleFM4KTYyTSmlA1pH9uWShqjDsazqyfk1Co9EiXKljRkpv6eGNNY61Ec2s6YmoFe9Kbif147M9FVMOYyzQxKNl8UZYKYhEwjID2ukBkxsoQyxe2thA2ooszYoIo2BG/x5WXSqFa8i4p7Vy3XrvM4CnAMJ3AGHlxCDW7BhzowUPAMr/DmPDkvzrvzMW9dcfKZI/gD5/MHcq+SeQ==</latexit>

Pre-Processing

<latexit sha1_base64="WalHdgUrDfaJ51/828fCN95CTQw=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69LBbBU0kKoseiF49V7Ae2oWy2k3bpZhN2N0IJ/RdePCji1X/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4Zua3n1BpHssHM0nQj+hQ8pAzaqz0eB8HqTYSte6XK27VnYOsEi8nFcjR6Je/eoOYpRFKwwTVuuu5ifEzqgxnAqelXqoxoWxMh9i1VNIItZ/NL56SM6sMSBgrW9KQufp7IqOR1pMosJ0RNSO97M3E/7xuasIrP+MySQ1KtlgUpoKYmMzeJwOukBkxsYQyxe2thI2ooszYkEo2BG/55VXSqlW9i6p7V6vUr/M4inACp3AOHlxCHW6hAU1gIOEZXuHN0c6L8+58LFoLTj5zDH/gfP4A9PyRGA==</latexit>

Robustness

<latexit sha1_base64="invF4xcc29eNA5PvvONq7FXWjtA=">AAAB9HicbVDLSgNBEJyNrxhfUY9eBoPgKewGRI9BLx6jmAckS5id9CZDZh/O9AbWJd/hxYMiXv0Yb/6Nk2QPmljQUFR1093lxVJotO1vq7C2vrG5Vdwu7ezu7R+UD49aOkoUhyaPZKQ6HtMgRQhNFCihEytggSeh7Y1vZn57AkqLKHzANAY3YMNQ+IIzNJJ7D0yKJ+YJKTDtlyt21Z6DrhInJxWSo9Evf/UGEU8CCJFLpnXXsWN0M6ZQcAnTUi/REDM+ZkPoGhqyALSbzY+e0jOjDKgfKVMh0rn6eyJjgdZp4JnOgOFIL3sz8T+vm6B/5WYijBOEkC8W+YmkGNFZAnQgFHCUqSGMK2FupXzEFONociqZEJzll1dJq1Z1Lqr2Xa1Sv87jKJITckrOiUMuSZ3ckgZpEk4eyTN5JW/WxHqx3q2PRWvBymeOyR9Ynz8gapJT</latexit>

Realizability
P

<latexit sha1_base64="TVDWV4zTTgNLQyk8rhfD2hK8sSM=">AAAB83icbVDLSgNBEOz1GeMr6tHLYBA8hd2A6DHoxWNE84BkCbOT3mTI7IOZXiGE/IYXD4p49We8+TdOkj1oYsFAUdVF91SQKmnIdb+dtfWNza3twk5xd2//4LB0dNw0SaYFNkSiEt0OuEElY2yQJIXtVCOPAoWtYHQ781tPqI1M4kcap+hHfBDLUApOVuo+EHJFQxs2plcquxV3DrZKvJyUIUe9V/rq9hORRRiTUNyYjuem5E+4JikUTovdzGDKxYgPsGNpzCM0/mR+85SdW6XPwkTbFxObq78TEx4ZM44COxlxGpplbyb+53UyCq/9iYzTjDAWi0VhphglbFYA60uNgtTYEi60tLcyMeSaC7I1FW0J3vKXV0mzWvEuK+59tVy7yesowCmcwQV4cAU1uIM6NEBACs/wCm9O5rw4787HYnTNyTMn8AfO5w9otZHr</latexit>

Stealthiness

Gradient

Final adv.
Traffic cone

Attack Generation against MSF
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• Perform end-to-end attack evaluation on Baidu Apollo-5.0 and LGSVL 
simulator

Single lane road map Vehicle Benign Adversarial

End-to-End Attack Simulation
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Control Experiment

Driving facing the adversarial object



Physical World MSF-based Attacks
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https://aisecure.github.io/BLOG/MRF/Home.html

https://aisecure.github.io/BLOG/MRF/Home.html


• As of 4/8/21, informed 32 companies developing/testing AVs
• 12 has replied so far and have started investigation
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Possible Vulnerability Disclosure



Numerous Defenses Proposed

Ensemble

Normalization

Distributional detection

PCA detection

Secondary classification

Stochastic

Generative

Training process

Architecture

Retrain

Pre-process input

Detection

Prevention

…



Certified Robustness For ML

https://sokcertifiedrobustness.github.io/

https://sokcertifiedrobustness.github.io/


STOA Certified Robustness on MNIST

• On MNIST
– ℓ! norm, 𝑟 = 0.3
– SOTA Certified Robust Accuracy: 93.09%

• Towards Certifying ℓ! Robustness using Neural Networks with ℓ!-dist
Neurons

• ArXiv: 2102.05363
– SOTA Empirical Robust Accuracy (against existing attacks): 
96.34%
• https://github.com/MadryLab/mnist_challenge
• Uncovering the Limits of Adversarial Training against Norm-Bounded 

Adversarial Examples
• ArXiv: 2010.03593

Ø Not much difference
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https://github.com/MadryLab/mnist_challenge


• On CIFAR-10
– ℓ! norm, 𝑟 = 8/255
– SOTA Certified Robust Accuracy: 39.88%

• Fast and Stable Interval Bounds Propagation for Training Verifiably Robust Models.
ArXiv: 1906.00628

– SOTA Empirical Robust Accuracy (against existing attacks): 65.87%
• Leaderboard: https://robustbench.github.io/

– ℓ! norm, 𝑟 = 2/255
– SOTA Certified Robust Accuracy: 68.2%

• Provably Robust Deep Learning via Adversarially Trained Smoothed Classifiers.
NeurIPS 2019

Ø Still a gap

38

STOA Certified Robustness on CIFAR

https://robustbench.github.io/


On ImageNet
– ℓ( norm, 𝑟 = 2.0
– SOTA Certified Robust Accuracy: 27%

• Provably Robust Deep Learning via Adversarially Trained 
Smoothed Classifiers. NeurIPS 2019

Ø Still hard (also for empirical robustness)

• We maintain the SOTA certified robsutness @ 
https://github.com/AIsecure/Provable-
Training-and-Verification-Approaches-
Towards-Robust-Neural-Networks
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STOA Certified Robustness on ImageNet

https://github.com/AI-secure/Provable-Training-and-Verification-Approaches-Towards-Robust-Neural-Networks


Robust ML Pipeline with Exogenous
Information

• Vulnerabilities of statistical ML models: pure
data-driven without considering exogenous
information that cannot be modeled by data
– Intrinsic information (e.g., spatial consistency)
– Extrinsic information (e.g. domain knowledge)

40



• Can we reason about the robustness of an end-to-end ML pipeline
beyond a single ML model or ensemble?

• Intuition: It is hard to attack every sensor in and still preserve their
logical relationship

• Goal: Upper bound the end-to-end maximal change of the marginal
probability of prediction

• Challenges: Solve the minmax for the pipeline
41

Certified Robustness for Sensing-
Reasoning ML Pipelines



Challenges and Opportunities
• Challenges: Compared with neural networks
whose inference can be executed in polynomial
time, many reasoning models (e.g., MLN) can be
#P-complete for inference.

• Opportunities: Many reasoning models define a
probability distribution in the exponential family,
which provides functional structures for solving
the min-max problem.

42
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Two types of factors: Interface factors and Interior factorsG H

wH

Marginal prediction
probability



Hardness
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Robustness of the Reasoning Component

45

Can we efficiently reason about the provable robustness for the reasoning component
when given an oracle for the statistical inference?

Oracle inference



Beyond Markov Logic Networks
• Bayesian networks with tree structures
• Bayesian networks with binary tree structure or

a 1-NN classifier – tight upper and lower bound
of reasoning robustness

46
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Example: PrimateNet (ImageNet)
PrimateNet. The knowledge structure of blue arrows represent the Hierarchical
rules between different classes, and red arrows the Exclusive rules. (Some
exclusive rules are omitted)
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Example: (NLP) Relation Extraction Task
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Example: Knowledge Enhanced ML Pipeline
against Diverse Adversarial Attacks

• Example: Robust road sign recognition
• The output of ML models are modeled as input random

variables for reasoning
• Permissive knowledge: s infers y
• Preventive knowledge: y infer s



• Lower bound of the pipeline accuracy

• The accuracy of pipeline is higher than that of the main sensor

Knowledge Enhanced ML Pipeline against
Diverse Adversarial Attacks

consists of three terms:
, , and

measuring the contributions
from the main, permissive, and
preventative sensors.

µy,D

µd⇤,D µI,D µJ,D



Experimental Results

(a) Clean accuracy and (b) (c) robust accuracy improvement of KEMLP ( )
over baselines against different attacks under both whitebox and blackbox settings.

↵ = 0.5



Robustness of KEMLP against
Physical Attacks



Robustness of KEMLP against Lp
Bounded Attacks



Robustness of KEMLP against
Common Corruptions



Thorough Robustness Evaluation and
Certification

• https://adversarialglue.github.io/

• https://crop-leaderboard.me/

56

https://adversarialglue.github.io/
https://crop-leaderboard.me/


Real-world Case: Autonomous Driving
Testing via Logic Reasoning

57

Knowledge enabled safety-critical
traffic scenario generation
(a) Train T-VAE model to learn the
representation of structured data.
(b) Integrate node-level and edge-
level knowledge for generation.

Causal relationship enabled safety-critical traffic scenario generation
The causal graphs are defined in the upper right for the three scenarios.

The generated safety-critical traffic scenarios can significantly improve the test
efficiency of autonomous vehicles



Clipping and 
Perturbing

Clipping and 
Perturbing

Testing-time Adversary:
Certifiably Robust FL (CRFL)

<latexit sha1_base64="lUvdz69s+DKWNv2jjt9+QwZYDqE=">AAACA3icbZDLSsNAFIYn9VbrLepON4NFcFFKUkRFEIq6cCWV2gs0IUwm03boJBNmJkIJBTe+ihsXirj1Jdz5Nk7bLLT1h4GP/5zDmfP7MaNSWda3kVtYXFpeya8W1tY3NrfM7Z2m5InApIE546LtI0kYjUhDUcVIOxYEhT4jLX9wNa63HoiQlEf3ahgTN0S9iHYpRkpbnrl3fX7hpHXPLtW9SslhAVdS4y10Rp5ZtMrWRHAe7AyKIFPNM7+cgOMkJJHCDEnZsa1YuSkSimJGRgUnkSRGeIB6pKMxQiGRbjq5YQQPtRPALhf6RQpO3N8TKQqlHIa+7gyR6svZ2tj8r9ZJVPfMTWkUJ4pEeLqomzCoOBwHAgMqCFZsqAFhQfVfIe4jgbDSsRV0CPbsyfPQrJTtk7J1d1ysXmZx5ME+OABHwAanoApuQA00AAaP4Bm8gjfjyXgx3o2PaWvOyGZ2wR8Znz9SY5YM</latexit>

D := {S1, S2, . . . , SN}

<latexit sha1_base64="4/Nxs8b+bvAQh8LrVEaDNuN3lB4="></latexit>

D0 := {S0
1, . . . , S

0
R�1, S

0
R,

SR+1, . . . , SN}

Sever  

Model Updates

Clients

Clean local training datasets

Aggregated Model
Clean 

Global Model

Poisoned local training datasets

Attacker

Poisoned 
Global Model

Model 
Closeness

<latexit sha1_base64="mQLtOdzq3n07jLegR9Ee6PFxohk=">AAAB9XicbVDLSsNAFL2pr1pfVZduBotQNyURUZdFXbgRKtgHtLFMppN26GQSZiZKCfkPNy4Uceu/uPNvnLRZaOuBgcM593LPHC/iTGnb/rYKS8srq2vF9dLG5tb2Tnl3r6XCWBLaJCEPZcfDinImaFMzzWknkhQHHqdtb3yV+e1HKhULxb2eRNQN8FAwnxGsjfTQC7AeEcyT27R6fdwvV+yaPQVaJE5OKpCj0S9/9QYhiQMqNOFYqa5jR9pNsNSMcJqWerGiESZjPKRdQwUOqHKTaeoUHRllgPxQmic0mqq/NxIcKDUJPDOZpVTzXib+53Vj7V+4CRNRrKkgs0N+zJEOUVYBGjBJieYTQzCRzGRFZIQlJtoUVTIlOPNfXiStk5pzVrPvTiv1y7yOIhzAIVTBgXOoww00oAkEJDzDK7xZT9aL9W59zEYLVr6zD39gff4A4waSGw==</latexit>

M(D)

<latexit sha1_base64="ENY+KteapRXPBE1InA+eEfshf34=">AAAB+HicbVDLSsNAFL3xWeujUZduBotYNyURUZdFXbgRKtgHtKFMppN26GQSZiZCDf0SNy4UceunuPNvnLRZaOuBgcM593LPHD/mTGnH+baWlldW19YLG8XNre2dkr2711RRIgltkIhHsu1jRTkTtKGZ5rQdS4pDn9OWP7rO/NYjlYpF4kGPY+qFeCBYwAjWRurZpW6I9ZBgnt5NKjfHJz277FSdKdAicXNShhz1nv3V7UckCanQhGOlOq4Tay/FUjPC6aTYTRSNMRnhAe0YKnBIlZdOg0/QkVH6KIikeUKjqfp7I8WhUuPQN5NZTDXvZeJ/XifRwaWXMhEnmgoyOxQkHOkIZS2gPpOUaD42BBPJTFZEhlhiok1XRVOCO//lRdI8rbrnVef+rFy7yusowAEcQgVcuIAa3EIdGkAggWd4hTfryXqx3q2P2eiSle/swx9Ynz+/8pJ9</latexit>

M(D0)

Union of local datasets in all clients

Backdoor Perturbation

<latexit sha1_base64="tHWlL1bXy+ShOOU+hv50So3SDaI=">AAACFXicbVC7TsMwFHXKq5RXgJHFokIwQJUgBF0qVaIDY0H0ITUhchy3NXUe2A5SFeUnWPgVFgYQYkVi429w2gxQOJalc8+5V/Y9bsSokIbxpRXm5hcWl4rLpZXVtfUNfXOrLcKYY9LCIQt510WCMBqQlqSSkW7ECfJdRjru6DzzO/eECxoG13IcEdtHg4D2KUZSSY5+2Ng/gg1Yg1aijkeYRA61Uie5rZnpTXLn0DSraFZdOXrZqBgTwL/EzEkZ5Gg6+qflhTj2SSAxQ0L0TCOSdoK4pJiRtGTFgkQIj9CA9BQNkE+EnUy2SuGeUjzYD7m6gYQT9edEgnwhxr6rOn0kh2LWy8T/vF4s+1U7oUEUSxLg6UP9mEEZwiwi6FFOsGRjRRDmVP0V4iHiCEsVZEmFYM6u/Je0jyvmacW4PCnXq3kcRbADdsEBMMEZqIML0AQtgMEDeAIv4FV71J61N+192lrQ8plt8AvaxzfPV54B</latexit>

D0 �D = {{�i}qij=1}
R
i=1



Robustness Certification

Our certification is in three levels: 
feature, sample, and client.

General Robustness Condition

<latexit sha1_base64="tHWlL1bXy+ShOOU+hv50So3SDaI=">AAACFXicbVC7TsMwFHXKq5RXgJHFokIwQJUgBF0qVaIDY0H0ITUhchy3NXUe2A5SFeUnWPgVFgYQYkVi429w2gxQOJalc8+5V/Y9bsSokIbxpRXm5hcWl4rLpZXVtfUNfXOrLcKYY9LCIQt510WCMBqQlqSSkW7ECfJdRjru6DzzO/eECxoG13IcEdtHg4D2KUZSSY5+2Ng/gg1Yg1aijkeYRA61Uie5rZnpTXLn0DSraFZdOXrZqBgTwL/EzEkZ5Gg6+qflhTj2SSAxQ0L0TCOSdoK4pJiRtGTFgkQIj9CA9BQNkE+EnUy2SuGeUjzYD7m6gYQT9edEgnwhxr6rOn0kh2LWy8T/vF4s+1U7oUEUSxLg6UP9mEEZwiwi6FFOsGRjRRDmVP0V4iHiCEsVZEmFYM6u/Je0jyvmacW4PCnXq3kcRbADdsEBMMEZqIML0AQtgMEDeAIv4FV71J61N+192lrQ8plt8AvaxzfPV54B</latexit>

D0 �D = {{�i}qij=1}
R
i=1

Model Closeness

<latexit sha1_base64="/AwMatUgQFIja9fEoUW13DQSLCc=">AAACHXicbZDLSsNAFIYn9VbrLerSzWAR001JpKjLol24ESrYCzQhTKaTdujkwsxEKGlfxI2v4saFIi7ciG/jpM1CW38Y+PnOOcw5vxczKqRpfmuFldW19Y3iZmlre2d3T98/aIso4Zi0cMQi3vWQIIyGpCWpZKQbc4ICj5GON7rO6p0HwgWNwns5jokToEFIfYqRVMjVaw039acGtIPEsAMkhxix9HZqNCoVOJks41PFK65eNqvmTHDZWLkpg1xNV/+0+xFOAhJKzJAQPcuMpZMiLilmZFqyE0FihEdoQHrKhiggwkln103hiSJ96EdcvVDCGf09kaJAiHHgqc5sU7FYy+B/tV4i/UsnpWGcSBLi+Ud+wqCMYBYV7FNOsGRjZRDmVO0K8RBxhKUKtKRCsBZPXjbts6p1XjXvauX6VR5HERyBY2AAC1yAOrgBTdACGDyCZ/AK3rQn7UV71z7mrQUtnzkEf6R9/QDrbZ/n</latexit>

Df (µ(M(D))||µ(M(D0)))

Backdoor Perturbation Prediction Consistency

<latexit sha1_base64="wmXYlbesu63NBZnwuRc3CCFnR+E=">AAACKHicbVDJSgNBEO2JW4zbqEcvjUFMLmFGRAMiBvTgRYhgFkjC0NPpJE16FrprxDDM53jxV7yIKJKrX2JnOcQkDwoe71VRVc8NBVdgWUMjtbK6tr6R3sxsbe/s7pn7B1UVRJKyCg1EIOsuUUxwn1WAg2D1UDLiuYLV3P7tyK89M6l44D/BIGQtj3R93uGUgJYc8wbHPUcluaZHoEeJiB+S3F3+6sWJgSlI8tdL7NMZ3zGzVsEaAy8Se0qyaIqyY3422wGNPOYDFUSphm2F0IqJBE4FSzLNSLGQ0D7psoamPvGYasXjRxN8opU27gRSlw94rM5OxMRTauC5unN0sJr3RuIyrxFBp9iKuR9GwHw6WdSJBIYAj1LDbS4ZBTHQhFDJ9a2Y9ogkFHS2GR2CPf/yIqmeFeyLgvV4ni0Vp3Gk0RE6Rjlko0tUQveojCqIolf0jr7Qt/FmfBg/xnDSmjKmM4foH4zfP7oAplo=</latexit>

hs(M(D);xtest) = hs(M(D0);xtest)⟸ ⟸

Robustness Condition in Feature Level

Certified radius 



Empirical Results

MNIST LOAN EMNIST

• When noise level is large, large radius is certified but at a low accuracy.

• The smoothing noise level control the robustness–accuracy tradeoff. 

• Comparing the solid line with the dashed line for each color, we can see that the parameter smoothing 

does not hurt the accuracy much.

Varying noise levels



Trustworthiness Gap

Privacy

Generalization

Unified privacy attacks

Privacy-preserving data
generation

Robustness

Thread model
exploration

Game theoretic modeling

Uncovering connections
with robustness/privacy

Certified ML generalization

Generalization enabled
privacy-preserving ML

Tradeoff between robustness and privacy
Privacy indicates certified robustness

Robustness and generalization
indicates each other

Goal: Close the

Certified ML robustness Privacy-preserving learning



Goal: Differentially private data generative model for high-dimensional data
Overview:

1. Split the sensitive data into non-overlapped partitions to train teacher discriminators
2. Calculate the gradients of the teacher discriminators based on generated data
3. Differentially private gradient compression and aggregation
4. Train the student generator with the aggregated gradient
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DataLens: Scalable Privacy Preserving Training 
via Gradient Compression and Aggregation

High dimensionality Differential privacy



DataLens –TopAgg: Gradient Compression
• Gradients from different teacher discriminators

• For each teacher gradient 𝑔)
(+), TopAgg performs Gradient 

Compression that compresses its dense, real-valued 
gradient vector into a sparse sign vector with 𝑘 nonzero 
entries:
1) Select top-𝑘 dimensions, and set the remaining dimensions to 0
2) Clip the gradient at each dimension with threshold 𝑐
3) Normalize the top-𝑘 gradient vector to get  )𝑔"

($)

4) Stochastic gradient sign quantization

<latexit sha1_base64="U5bFzgE0UIQWBRvqRaFqFlIdrGQ="></latexit>

gj  (g(1)
j ,g(2)

j , . . . ,g(N)
j )
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g̃(i)j =

8
<

:
1, with probability

1+ĝ(i)
j

2

�1, with probability
1�ĝ(i)

j
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Privacy Bound for DataLens
• At each training step, calculate the data-independent RDP bound

• Calculate the overall RDP by the Composition Theorem.
• Convert RDP to DP.
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<latexit sha1_base64="10enisce2dRvopocMw56K4FPRwQ="></latexit>

Lemma 1. For any neighboring top-k gradient vector sets G̃, G̃0 di↵ering
by the gradient vector of one teacher, the `2 sensitivity for fsum is 2

p
k

<latexit sha1_base64="hlTMdMFzoPUftGZuNA+AEHPO9Sk="></latexit>

Theorem 1. The TopAgg algorithm guarantees
�
�, 2k�/�2

�
� RDP, and

thus guarantees
⇣

2k�
�2 + log 1/�

��1 , �
⌘
-di↵erential privacy for all � � 1 and � 2 (0, 1)



Convergence Analysis
• Each teacher model performs:
• Update rule:

Theorem: (Convergence of top-KMechanism w/ w/o Gradient Quantization)
after T updates using learning rate , one has:
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�

f(x) =
1

N

X

n2[N ]

Fn(x)

Bias of Top-K
compression DP noiseTradeoff



DP Generated Data Utility

DataLens achieves the state-of-the-art data utility on high-
dimensional image datasets
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Data Utility (small privacy budget)

• 𝜀 ≤ 1

Faster convergence when the privacy budget is small
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Summary

78

Closing today's trustworthiness gap requires us to tackle these three grappled problems
in a holistic framework, driven by fundamental research focusing on not only each
problem but more importantly their interactions.



Robust Smart Home

Large-Scale Auditing Game With
Human In the Loop

Thank You!
Bo Li

lbo@illinois.edu

http://boli.illinois.edu/
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Privacy-Preserving Data Analysis

Privacy Protected Mobile
Healthcare

Topic of Workflow Analysis
Game Theoretic Auditing System

for EMR

Robust Face Recognition
Against Poisoning Attack

Robust Learning


